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PROJECT OVERVIEW

Al4Work investigates practical methods and tools for optimal sharing of work between humans
and Al/robots. Due to the high level of uncertainty in modern organisations, an appropriate bal-
ance between human and machine activities must be found. AI4Work proposes Sliding Work
Sharing (SWS), where this balance varies during the operation, depending on the situational con-
text, machine-based confidence levels and human interactions.

The vision of AI4Work is to improve communication and collaboration between humans, Al and
robots, allowing for an improvement of the working conditions within different processes in or-
ganisations in several domains in terms of increased efficiency of work, reduction in stress upon
employees, increased confidence in decision-making processes, etc.

The key challenge of AI4Work is to develop a set of common methods and tools (methodological
framework, digital twin service platform, software building blocks for SWS) that can be applied
in diverse sectors and with different Al/robotics services. The project is driven by six pilots in
different sectors: logistics, manufacturing industry, construction, healthcare, education, and ag-
riculture.

EXECUTIVE SUMMARY

This document presents the integrated AI4Work concept, which was elaborated based on the
results of the latest state-of-the-art analysis and considering the initial requirements by the
Al4Work pilots. The concept comprises a methodological part, a technological part, initial plans
for implementation and evaluation of the AI4Work solution as well as first evaluation results.

The methodological part provides an overview of the envisaged AI4Work methodological frame-
work and summarises the methodologies to be applied in relation to the main research areas of
the project.

The technological part revolves around the AI4Work solution architecture. The project is devel-
oping a variety of technological components that should work in collaboration, but in a loosely
coupled manner. The architecture describes the hierarchy of components as well as their main
interactions and data flows. Afterwards, the individual architectural components are described
in detail. This includes the definition of the main requirements that they will have to fulfil and
that they have towards other components. The Al4Work architecture aims to be as generic as
possible, so that it can be used in a large variety of application scenarios. However, considering
the diversity of the AI4Work pilots, the assumption is that pilot-specific adaptations will be re-
quired. Each pilot-specific architecture may use only a subset of the technological components
and may also include additional pilot-specific components.

The initial implementation plan comprises an overview of the project's software development
approach as well as high-level schedules for the development/implementation of each technolog-
ical component. Initial laboratory prototypes have already been developed, aiming to allow early
validation of the components' core functionality. The further implementation will be carried out
in three main iterations, aiming at a stepwise improvement: the Early Prototype at month 18 of
the project, the Full Prototype at month 30, and the Final Prototype at the end of the project.

The methodological framework as well as the technological prototypes will be evaluated and
tested by the pilots after each implementation phase, and the test results will serve as feedback
to be taken into account for improving the components in the next iteration. The evaluation in the
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pilots will be supported by a set of KPIs to be measured along the project. An initial overview of
relevant KPIs is presented in this document, to be further refined and customised for each pilot
in the next project phase. Initial proof-of-concept validation results are also presented in this doc-
ument, which are based on testing the laboratory prototypes of the technological components.
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1 Introduction

1.1  Purpose of this Document

Al4Work investigates practical methods and tools for optimal sharing of work between humans
and Al/robots. The key challenge is to develop a set of common methods and tools that can be
applied in diverse sectors and with different Al/robotics services.

This document presents the AIl4Work concept, which was elaborated based on the results of the
latest state-of-the-art analysis as well as the initial requirements by the AI4Work pilots (both doc-
umented in the previous report "D1.1 Pilots Requirements Analysis & Update of SoTA"). The
concept comprises the methodologies to be applied, technological components and algorithms to
be developed, initial plans for implementation and evaluation as well as first proof-of-concept
validation results.

The Al4Work concept is defined in a generic way, aiming to be applicable in a large variety of
use cases. This generic concept will be customised, tested and validated (within the next phases
of the project) in the six AI4Work pilots from different sectors: logistics, manufacturing industry,
construction, healthcare, education, and agriculture.

1.2  Structure of this Document

After this introduction, the document comprises the following sections:

* Section 2 gives an overview of the Al4Work Methodological Framework and summarises the
methodologies to be applied in relation to the main research areas of the project.

» Section 3 presents the conceptual system architecture, describing how the components to be
developed in Al4Work are expected to work together. Afterwards, the technical concept of
each component from the architecture is described in detail, also defining the inputs/outputs
as well as the main requirements to be fulfilled.

* Section 4 presents the initial implementation plan, comprising the project's software develop-
ment approach as well as initial high-level schedules for the development/implementation of
each technological component.

» Section 5 gives an overview of the project's evaluation approach and presents early proof-of-
concept validation results, based on laboratory prototypes.

* Section 6 gives a short summary of this document and an outlook on the next steps.

06.12.2024 Version 1.0 Page 1
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2 Methodological Concept

This section first provides an overview of the envisaged Al4Work methodological framework
and then summarises the methodologies to be applied in relation to each of the main research
areas of the project.

21 Methodological Framework

Al4Work will create a methodological framework to guide the explainable, trustworthy and eth-
ical implementation of Al/robotics technology across multiple domains and contexts of use in
work environment. The framework will be developed following an iterative approach. First, the
different parts of the framework will be developed through four separate activities:

» The first activity will focus on understanding how the requirements for the explainability of
Al might change according to a specific context. This information will be primarily gained by
using questionnaires and interviews with the 6 AI4Work pilot cases.

» The second activity will review existing literature to produce a typology of factors that might
affect user acceptance and adoption of an Al solution, at different levels, including individual
or organisational levels as well as task specific factors.

e Thirdly, the key ethical and legal aspects of developing, deploying and testing Al solutions
within pilots will be identified and this knowledge used to create a general process for un-
derstanding ethics across broader contexts.

» A fourth activity will focus on how to evaluate the Al solutions. Next, the tools will be tested
across the 6 pilot cases. Based on this, the framework will be finalised.

The framework will comprise three core components, which are described below.

211 Body of Knowledge

The first component is a Body of Knowledge that will represent a structured compilation of the-
oretical, empirical and practical insights aimed to support the adoption of Al/robotics technology
into diverse working contexts in a way designed to optimise user acceptance of the new technol-
ogies. The creation of the Body of Knowledge will be initially informed through the activities
described above and then updated according to insights gained from piloting activities. By refer-
ring to the Body of Knowledge, practitioners of Al/robotic technology solutions within organisa-
tions should be able to:

* Understand how explainability of Al solutions may differ according to organisational, tech-
nical and individual contexts of use and access practical guidance on how to select and con-
figure tools in order to take such contexts into account for their specific pilots.

* Be able to identify within their organisation the potential barriers and also enablers to adop-
tion by accessing a typology of factors that affect user acceptance and adoption of an Al solu-
tion and be guided towards appropriate mitigation strategies.

» Be able to identify potential ethical and legal aspects pertinent to their case through compar-
ison to the identified ethical and legal issues for the AI4Work pilot cases.

06.12.2024 Version 1.0 Page 2
Confidentiality: Public Distribution



®
4WG rk D1.2 Al4Work Concept

21.2 Novel Engagement Strategies

The second component will draw on the same activities within WP2 (“Methodological Frame-
work for Implementing Human-centred Al/Robotics Working Conditions”) in order to propose
guidelines to an organisation on how to improve the User Experience (UX) and usability of se-
lected tools and technologies for their employees. This component of the methodological frame-
work will help to define the user interaction with the implemented Al/robotics systems. Whereas
the Body of Knowledge will elucidate what aspects of explainability are most important for the
specific use cases, this component will focus on how such explainability is presented towards a
user and provide guidance for designing user interfaces to present explanations to the user.

2.1.3 Evaluation Methods

The third component will provide a suite of evaluation methods designed to assess the effective-
ness of Al solutions. The assessment will be based on KPI measurements from three evaluation
dimensions: technical, operational, and human-centricity (for more details see section 5.1). This
approach addresses the limitations of traditional evaluations that often focus on technical or eco-
nomic performance alone. It evaluates the impact of Al in a diverse set of application domains
and production sectors by considering aspects such as trust, transparency, and explainability,
aligning with Industry 5.0 values such as human-centricity, sustainability, and resilience.

The evaluation methodology comprises four steps. In the first step, the units of analysis are de-
fined, and their use cases are identified. In the second, groups of relevant stakeholders are
formed. In the third step, the appropriate evaluation criteria are selected based on the use cases'
goals and the stakeholders' requirements. In the last step, the evaluation analysis is conducted,
and the results are fed to the relevant teams.

Regarding explainability, the evaluation methodology will focus on measuring focal relevant
traits of the deployed Al solutions, such as the (i) suitability of explanations per model, (ii) human
trust in model-generated explanations and results, (iii) accessibility of explanations, (iv) under-
standability of explanations, (v) ability to provide user-feedback, and (vi) understandability of
underlying Al-mechanics based on the generated explanations. Critical KPIs for measuring these
characteristics of Al solutions involve measurements on ease of use, explainability, feedback from
others, information processing needs, interpretability, and satisfaction.

2.2 Human-Centred Digital Twins

According to the International Organization for Standardization [1], a Digital Twin (DT) is a dig-
ital representation of a physical element that captures a set of features and maintains synchroni-
sation between the physical element and its digital counterpart. DT relies on the exchange of data
between a physical element and its virtual representation, ensuring that any changes in the phys-
ical system are reflected in the digital model in real-time. This enables real-time monitoring and
improvements throughout the lifecycle of a physical system. The concept of the Human Digital
Twin (HDT) extends this idea to human beings. A Human Digital Twin represents a virtual coun-
terpart of an individual human. According to the application domain, different characteristics of
a human can be represented in HDT [2].

Human-Centred Digital Twins (HCDT) take the concept a step further by incorporating human-
centric design principles, aligning with the broader goals of Industry 5.0, which emphasise hu-
man centricity, resilience, and sustainability. The human-centric approach aims to place human
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well-being at the centre of the systems, providing a safe, comfortable, and motivating environ-
ment for working, learning and growth [3]. This environment includes not only other individuals
but also interconnected physical or digital systems. This shift represents a significant transfor-
mation from machine-oriented optimization towards a more ethical, human-centred approach in
digital-driven environments, fostering innovation that benefits both organisations and individu-
als.

Digital twins are a powerful tool in the industrial world, as the digital representation of assets
involved in a production system can be used to gain more knowledge and deeper visibility into
production, to improve planning and foresee faults.

One of the challenges of the AI4Work project is to provide an explainable and transparent what-
if analysis for the validation of the Al/robot/human task allocation, in this case digital twins are
a means to reach and potentially validate decisions using a digital replica of the real system.

Digital twins are not realised with a single technology and can often involve the use of different
software, depending on the aspects of the physical asset that the digital counterpart aims to rep-
licate, e.g. a digital twin which simulates some physical characteristics of a mechanical part could
involve some Finite Element Modelling (FEM) analysis engine, while a digital twin which evalu-
ates the productivity of a production line could include a Discrete Events Simulation (DES) model
of the line. A digital twin of a physical asset could include several models running on different
platforms, each one simulating a different behaviour.

Due to these characteristics, the approach in the development of the digital twin platform will
not focus on a single technology but will be based on a modular and open approach, where dif-
ferent execution engines could be integrated. The implementation of the platform will then inter-
face with the execution engines that will be used in the pilots.

At the core of the project there is the introduction of the human factor into the digital twin tech-
nology, aiming to standardise the introduction of human aspects in the system. The foundation
of this aspect is the creation of a data model, which will be used as a common ontology by all the
partners, describing the human beings as parts of the processes taking place in the mirrored sys-
tems. The representation of the human aspects in a digital twin is not a novel topic, but it has
always been tackled creating customised digital representations of the human being tailored on
specific use cases, sometimes focusing on the description of skills available for operators into
factories for task allocation optimization, on the physical status of the operator to perform ergo-
nomic evaluation of the workplace, or in other cases on medical parameters for a real time mon-
itoring of the workers’ stress status. The expected final result in AI4Work won’t be a complete
and holistic representation of all the complex aspects of a person, but more a multi-field data
representation capable to represent the different perspectives required by the pilot use cases of
the project which, covering different domains, will require to focus on very heterogeneous fea-
tures. For this reason, the data model will be ontology-based and modular, to allow each con-
sumer to exploit the needed parts and will be based on existing standards, when available.

Regarding the description of operations and processes, there are already some available stand-
ards, but the innovative aspects will be the focus on the Slide Work Sharing aspects of the opera-
tion, since the data model needs to provide the information needed for the allocation of a certain
operation between human or robot or between human or Al To realise this data model, after a
literature review on the topic to analyse the existing standards, a draft proposal will be created
and validated in several iterations to assure that the representation fulfils the needs of all the
involved partners.
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2.3 Planning and Plan Adaptation

In AI4Work, effective decision-making is crucial to allocate tasks among agents and plan activi-
ties based on available resources. The complexity of this process arises from the intricate nature
of these activities and dynamic, often uncertain, operating conditions. To address these chal-
lenges, robust planning systems must manage resources, account for constraints, and optimise
performance. Combining these systems with human intuition boosts efficiency and adaptability,
allowing for better responses to both expected and unexpected challenges.

This section explores methodologies in automated planning integrating human and Al decision-
making, including those designed to be human-aware. It will cover decision-making under un-
certainty, along with monitoring and adapting decisions to changes.

23.1 Automated Planning

Automated planning is a branch of artificial intelligence that, based on a model of a system (such
as a plant and its available materials) and a defined goal (such as fulfilling an order), determines
a sequence of actions to transition the system from its current state to the desired target state. It
needs a design stage that includes:

» Problem Specification: This activity consists of the following phases: i) the definition of the
task allocation and planning problem; ii) the modelling of the agents; iii) the identification of
the relevant constraints and optimization objectives; and iv) the gathering and the integration
of information from the various AI4Work components.

» Task allocation and planning: This activity consists of the following phases: i) the generation
of task allocation to the available agents; ii) ensuring compliance with the requirements de-
fined in the problem specification; iii) the formal verification of the generated plans targeting
both functional (e.g., task completion) and non-functional properties (e.g., reliability, effi-
ciency); and iv) the assessment of the quality of the produced task allocation and planning
solutions.

In this context, methodologies that model human agents and consider human inputs, needs, and
preferences will be explored in AI4Work, including:

Mixed Initiative Planning and Scheduling. A collaborative approach where both humans and
Al contribute to the decision-making process. Al systems provide recommendations, such as op-
timal schedules or resource allocations, while human operators refine or override these sugges-
tions based on their expertise and real-world constraints. This dynamic collaboration leverages
the speed capabilities of Al, while preserving human judgement and flexibility. For example, Al
might propose an optimised production schedule, and human planners can adjust it to account
for unforeseen changes, such as supply chain disruptions or workforce availability.

Human-Aware Planning. The Al system takes human goals, preferences, and limitations into
account when making decisions. This approach ensures that Al-generated plans are not only
technically efficient but also aligned with human needs and workflows. For instance, the pro-
duced schedules may already take into consideration human factors such as fatigue, preferred
working hours, or stress minimization.

When task allocation and planning are carried out under uncertainty, long-term adaptation tech-
niques are required to ensure the system operates reliably despite both expected and unexpected
disruptions. Further details are provided in the following subsection.
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2.3.2 Long-Term Adaptation under Uncertainty

Uncertainties can affect the performance and reliability of agents (humans or robots), potentially
leading to failures during task execution. Long-term adaptation refers to enabling the system to
continuously adapt to work reliably in the presence of uncertainties. This can be developed using
a closed feedback control loop such as the MAPE-K consisting of Monitor, Analyse, Plan and
Execute processes, and a shared Knowledge base. MAPE-K has been driving relevant research
across several communities, including self-adaptation and self-awareness, as well as autonomous
and multi-agent systems and autonomic computing. Activities for the long-term adaptation can
also be classified into design and runtime [4] [5].

At the design stage, the problem specification is enriched with initial values for the quantification
of the various uncertainties (e.g., probabilities of successful task completion). This can be defined
within a shared knowledge base, also containing the information relevant to the task allocation
and planning phase. Appropriate choice of data structures for efficiently storing and retrieving
information has to be defined in advance.

The runtime stage, instead, includes:

* Monitoring. This activity requires the analysis of monitored data to identify triggers that re-
quire adaptation; and the creation of relevant criteria, such as appropriate thresholds, that
will indicate any possible deviations from a normal operational state. For the latter, it includes
the identification of the appropriate performance metrics to be monitored that impact the re-
liability of the system.

* Analysis and adaptation. This activity comprises analysing the monitored data and imple-
menting appropriate adaptation tactics. These adaptation tactics refer to the generation of
new verified near-optimal task plans through automated planning and a verification system.
The verified plans must consider the system's uncertainty to improve overall robustness.

* Deployment of task plans. This activity requires the selection of a standardized format or use
of existing ones for representing task plans and their distribution to the agents or other
Al4Work parts.

» Knowledge base update. This activity builds upon the structure of the knowledge base that
was determined during design time and focuses on updating the knowledge base with all
new information obtained at runtime, e.g. new task plans and verification results.

24 Al/Robot/Human Work-Sharing Approach

Work sharing refers to the collaborative distribution of tasks among humans and Al/robots to
enhance productivity and efficiency. This approach aims to leverage the strengths of each partic-
ipant, ensuring each task is assigned to the most suitable agent.

For example, in manufacturing, Al systems can optimise production schedules and predict equip-
ment maintenance, while robots perform repetitive or dangerous tasks, such as assembly and
material handling. Humans provide oversight, troubleshoot, and manage unexpected situations.
In agriculture, AI models may analyse environmental data to predict optimal planting times, wa-
ter usage, and crop health, while robots handle tasks like seeding, harvesting, and applying fer-
tilisers. Human farmers ensure that technology is used effectively and sustainably, and adjust
operations based on local knowledge or unforeseen environmental factors. This division of labour
ensures that routine tasks are automated while humans focus on higher-level decision-making
and continuous improvement.
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In general, the AI4Work approach for work sharing between human and machine considers three

main stages:

2.5

The design stage includes the definition of high-level rules and constraints that have to be
considered, e.g.: Which tasks are the Al/robot in general capable of or allowed to do? Are they
in general allowed to work autonomously? To which degree do humans have to supervise
the Al/robots (i.e. should humans be "in", "on" or "out of" the loop)?

The planning stage includes the concrete planning of work distribution for a defined period
(e.g. a shift, a week, a month, a project’s duration), taking into account the general rules/con-
straints from the design stage. One way to implement/support this stage is through auto-
mated planning, which allows for intelligent work assignment between humans and Al/ro-
bots. Automated planning systems assess the capabilities of each actor, whether human or
machine, analyse task requirements, available resources, and current conditions to allocate
tasks accordingly. This process generates work schedules that leverage the strengths of both
humans and machines, ensuring a balanced and productive workflow.

The plan execution stage considers the handling of unexpected situations that require devi-
ating from the original plan. Potential reasons include e.g. robots being “stuck” or failing,
high uncertainty levels of Al due to situations it was not trained for, unexpected work delays,
humans being unavailable, missing resources/materials, etc. This plan execution stage repre-
sents the main focus of Al4Work's SWS approach, which aims to facilitate dynamic handling
of such issues. Potential reactions may range from “minimal temporary interventions” of hu-
mans (e.g. fixing a robot failure) up to a “general re-planning”, i.e. sometimes the Sliding
Work Sharing may require to "go back to the planning stage".

Data Collection and Handling for AI/Robotics Services

Effective data collection and handling is a crucial aspect to ensure the reliability, consistency, and
ethical management of data throughout the project, the following procedures are adopted:

Coordination of Data Collection: Data collection will be coordinated to ensure completeness
and maintain consistency. The quality and integrity of the data collected will be validated,
along with its compliance with established protocols, such as data privacy and security stand-
ards.

Collection and Harmonization of Data Formats: Data may be collected in various formats,
depending on the type and source of the data; these formats will be standardised when pos-
sible. By harmonising data formats, the consortium can facilitate integration and processing,
improve compatibility among data sets, and minimise redundancies or inconsistencies that
could hinder analysis.

Design and Implementation of Structured Data Repositories: A structured and well-organ-
ised data repository is essential for efficient storage, retrieval, and analysis of data. Data will
be organised to ensure all datasets are easily accessible and well-documented. This structure
will support the scalability and flexibility of the repository, allowing future updates or expan-
sions.

Ethical Compliance: A strong synergy and synchronisation with the ethics experts of the con-
sortium will ensure the proper handling of data, particularly in the case of sensitive infor-
mation. Special attention will be given to privacy, consent, and data transparency.
Open-Access Availability and Citation of Datasets: To promote transparency, reproducibil-
ity, and sharing, datasets will be made open-access whenever possible. Datasets shared pub-
licly will be accompanied by proper documentation, including citation guidelines.
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Due to the diversity of AI4Work pilots, most of the data collection and handling is expected to be
organised per pilot but will be supported by shared guidelines on project level. Pilot-specific data
formats will require translation/adaptation into common harmonised formats to allow imple-
mentation of the generic/reusable AI4Work components. Data repositories will also be created
per pilot, allowing to handle potentially sensitive/confidential data. Complementary to those pi-
lot-specific private repositories, open-access repositories are planned on project level for those
datasets that can be shared publicly.
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3 Technological Concept

AI4Work aims to develop a set of technological components that can be applied in diverse sectors
and with different Al/robotics services. This section describes the detailed concept for each of
those components, starting with an overview of how they are envisaged to work together.

3.1 System Architecture Overview

The AI4Work project is developing a variety of components (described in detail in sections 3.2-
3.9) that should work in cooperation but in a loosely coupled manner. Figure 1 gives an overview
of how the components will play together, showing their interrelations and the main data flows.
From a technical point of view, the cooperation between the AI4Work components will be sup-
ported by the underlying AI4Work Service Platform, which provides an infrastructure for the
Common Frontend as well as services for authentication/authorisation, message queues, and an
API for external systems.
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Figure 1: Overview of the AI4Work system architecture

The architecture features an actor that sends activity planning requests to the AI4Work Service
Platform via the Common Frontend, which provides a Graphical User Interface (GUI). This re-
quest triggers the Sliding Work Sharing (SWS) Management component, which orchestrates the
activities of several other components, in order to allocate tasks between humans and Al/robots
and to compute the plan. The SWS Management requests relevant simulated and real data about
the operational environment from the Digital Twin Management System (DTMS). This data may
include the capabilities of human operators (via the Human-Centred Digital Twin) as well as
other relevant data not directly related to humans, such as the current status of machines and
available resources in the operational environment.

With this operational data, the SWS Management activates the Al components to perform an
initial task allocation between humans and machines and to generate an activity plan or schedule.
This process initiates an iterative loop involving the various components of the AI4Work Service
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Platform. Furthermore, once a plan is established, the SWS Management can query the Al com-
ponents to validate the plan's feasibility, ensuring alignment with operational constraints and
objectives. Finally, the What-If Analysis can be accessed by the user through the Common
Frontend, enabling queries regarding plan explainability.

At plan execution time, the Context Awareness component continuously monitors the opera-
tional environment and informs the SWS Management of any changes. In response to unexpected
events or deviations from the initial plan, the SWS Management adapts by either slightly modi-
tying the plan or requesting a complete replanning from the Human-Aware Task Planner or
Long-Term Adaptation components. If the SWS Management modifies or updates the plan, it
may request validation from the Human-Aware Task Planner to ensure its feasibility.

In this context, the Runtime Monitoring for Trustworthy Al evaluates pilot-specific Al models
and potentially the models used for planning based on specific criteria and sends a measure of
its effectiveness to the SWS Management component. Similarly, the actor can provide feedback
through the Common Frontend to adjust the work distribution or, for example, the optimization
metrics considered for planning. All this information is utilised by the SWS Management and the
Al components to update task distribution and plan.

This AI4Work solution architecture aims to be as generic as possible, so that it can be used in a
large variety of application scenarios. However, considering the diversity of the Al4Work pilots,
the assumption is that pilot-specific adaptations of the architecture will be required. While the
generic architecture includes all AI4Work modules and all their main relationships, each pilot-
specific architecture may use only a subset of the modules, and the action/data flows may have
to be adjusted accordingly. Additionally, the GUI, provided via the Common Frontend compo-
nent of the AI4Work Service Platform, is expected to be very much tailored to the needs of each
pilot use case. Besides, some additional pilot-specific components may be required, which are
also indicated in the architecture:

» Pilot-specific External System: in some pilot use cases the actor will not interact directly with
the AI4Work Common Frontend but will continue working with an already existing (legacy)
system, which in turn interacts with the AI4Work Service Platform in the background, thus
enhancing its own functionality and its support to the actor. Such an external system may also
be a robot or a system that collects data about the human via wearables.

» Pilot-specific Al: in addition to the Human-aware Task Planner and Long-term Adaptation
modules, some pilot-specific AI may be required to support the work of the user. Such Al
may also be related to (or running on) a robot. The outputs of such pilot-specific Al modules
may be analysed by the Runtime Monitoring for Trustworthy Al regarding their uncer-
tainty/risk level. High uncertainty may cause the SWS Management to dynamically redistrib-
ute a task to the human actor or ask the human actor to double-check/confirm the AI's output.

» Pilot-specific Digital Twin: a Digital Twin is usually strongly related to a specific problem
domain and often requires a tight integration with the system it mirrors in order to accurately
replicate its behaviour. Therefore, also the technologies used for the implementation of the
computational models that provide the analysis and prediction capabilities and for the syn-
chronisation with the real world can be very heterogeneous. For this reason, it is mandatory
to foresee the presence of Digital Twin instances whose architecture and functionalities are
pilot-specific and whose integration is use-case-dependent.

All the non-pilot-specific components of the architecture are described in detail in the following
subsections.
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3.2 Human-Aware Task Planning for Human-Machine Interaction

3.21 Component Overview

The Human-aware Task Planner will perform planning activities. It interfaces with both the Dig-
ital Twin Management System and real-world domain to gather information necessary for find-
ing valid plans.

Given a model of a system (domain), its initial setup (available resources), and a goal to be
reached under specific constraints (problem), the component will find a course of actions to drive
the system to the goal. In this context, human operators will be treated as available resources
involved in the planning process. For example, in an industrial context, it might plan the optimal
sequence of machine operations and resource allocations needed to manufacture a product while
minimising downtime and meeting production deadlines.

The component will manage constraints, such as limited resource availability, and optimization
metrics, like makespan minimization, ensuring that the resulting plans are both valid and opti-
mised for efficiency and effectiveness in the considered use cases.

3.22 Key Challenges

The key challenges of the Human-aware Task Planner in AI4Work include:

» Identifying the necessary data to model the planning problem.
AlI4Work approach: This involves gathering all the relevant information that describes the state
space, action space, and goals required for effective task planning.

» Ensuring scalability and generality.
AI4Work approach: AI4Work exploits the Unified Planning (UP) framework, which integrates
planning algorithms with various features and heuristics. By leveraging our use cases, we can
conduct exhaustive experiments to evaluate performance, identify bottlenecks, and refine the
adopted strategies.

» Creating an interface with the Digital Twin Management System and other interfacing
components.
Al4Work approach: The Human-aware Task Planner will provide a comprehensive AP, facili-
tating seamless interaction with the Digital Twin Management System and other interfacing
components.

3.23 Concept

The Human-aware Task Planner is designed to manage metric time and resources through the
application of heuristic search and constraint satisfaction techniques. This approach enables the
system to handle complex planning / scheduling problems, ensuring optimised use of available
resources while adhering to time constraints.

The component considers heterogeneous agents, including both automated systems and humans.
Human-centred planning techniques will be formulated to allow human users to interact with
the Human-aware Task Planner, enabling them to select the resources required for computing a
specific task plan. In addition to this, users can intervene in the generated solutions, validate the
plans, and indicate their preferences, ensuring the system remains adaptable to human input and
decision-making.
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The Human-aware Task Planner will leverage the UP library for its ability to easily model and
handle planning problems of different nature in a planner-independent manner and its ease of
integrating new engines, including the one under consideration.

Solution Decoder
Problem Encoder

———inputs—m Domain Encoder L ‘ﬁ

Planner / Scheduler

outputs—=m

Pilot independent [ ]
Pilot specific Human-aware Task Planner

Figure 2: Human-aware Task Planner internal structure

To ensure seamless integration within the AI4Work framework, the Human-aware Task Planner
will incorporate a problem/domain encoder, responsible for converting input data into the ap-
propriate format for processing (see Figure 2). Additionally, it will include a solution decoder,
which translates the generated plan into the format required by the SWS component or other
relevant components. Encoders and decoders will be tailored to the specific pilot, ensuring com-
patibility across the AI4Work framework and facilitating smooth communication and ease of use
between this component and other system components.

3.24 Innovations Targeted

The following innovation targets are planned:

» Facilitation of complex decision tasks: The Human-aware Task Planner can compute plans
mixing/optimising multiple resources in a way that is usually untreatable for the human.
These plans can be used as guidance for humans, enhancing the efficiency and accuracy of
decision-making in complex scenarios.

» Increased Flexibility and adaptability: The Human-aware Task Planner adjusts its output
based on user feedback, improving the Al’s ability to adapt to dynamic environments and
different user preferences.

3.2.5 Inputs/Outputs

3.2.5.1 Inputs

The component requires the following inputs, identified in Figure 2 as input data:

* Context from the Context Awareness component
The situational and environmental information relevant to the specific use case.

* Domain Rules from the Context Awareness component
Constraints and optimization metrics specific to the domain of the use case.

» Problem Data from the Context Awareness component
Specification of the planning problem that needs to be addressed.

e Simulated Data from the Digital Twin Management System
Simulated data that provides additional insights useful to search for a valid plan (e.g., opera-
tor skills).

» User Feedback from the Common Frontend (via the Sliding Work Sharing component)
Insights, preferences, and feedback provided by the user, which can influence adjustments
and refinements in the planning process....
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Moreover, it can receive triggers such that:

= Triggers from the Sliding Work Sharing component
They can be used to determine or adjust the level of human involvement in the task, calculate
or recalculate the task plan based on updated context, domain rules, or problem data, or val-
idate whether the current task plan meets the necessary criteria for execution. In all cases, the
Sliding Work Sharing component can directly provide updated information about the con-
text, domain, problem and simulated data.

3.2.5.2 Outputs

The Human-aware Task Planner will output the following information:

e Plan to the Sliding Work Sharing component
An action plan developed to address the problem, factoring in the current context, domain
rules, and problem data. This plan is adjusted dynamically based on the triggers and is for-
warded to the Sliding Work Sharing component for execution or further processing.

» Triggers to the Digital Twin Management System
Request of missing/useful planning information (e.g., human skills) or KPIs useful for evalu-
ation (e.g., plan execution time, operators and machines saturation).

3.2.6 Component Requirements

1. Shall: Generate valid plans according to the domain rules
2. Shall: Take into account the context
3. Shall: Take into account user data

3.2.7 Requirements towards other Components

1. Shall: Components listed in “Inputs/Outputs” shall provide an API to allow the Human-
aware Task Planner component to receive data

3.3 Explainable and Transparent What-If Analysis

331 Component Overview

The What-If tool is a decision support system designed to optimise workflow and resource allo-
cation across multiple use cases. It aims to address the complex challenges faced by various in-
dustries in balancing human workforce capabilities with technological advancements.

The primary objective of the What-If Tool is to help understand simulation results and to analyse
different scenarios in resource management, allowing decision-makers to explore the potential
outcomes of various strategies before implementation. By doing so, it helps organisations to en-
hance efficiency, improve worker well-being, and adapt to changing work environments.

The What-if analysis tool will be created to take advantage of the other AI4Work components,
mainly the Human-aware Task Planner and the Long-Term Adaptation components.
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3.3.2 Key Challenges

The key challenges in What-if tool are related to the complexity of the optimizable variables, the
difference between the pilot use-cases and how to best illustrate the what-if scenarios to the end-
user in an understandable manner.

1. Ensuring transparency and explainability of AI-driven recommendations
The component will be used to enhance transparency and explainability of the Human-aware
Task Planner and Long-Term Adaptation components. An important goal is to make sure that
the end-user understands the different outcomes and the underlying reasons that cause some
decisions to happen.

2. Balancing operational efficiency with human factors such as well-being and job satisfac-
tion in scenario evaluations
Each of the pilot cases has their own unique KPIs. The component must be able to enhance
human understanding in the different pilot use-cases.

3. Providing meaningful and actionable insights from scenario analyses that can guide stra-
tegic decision-making
The results of the component should help to make meaningful decisions. This is closely re-
lated to the challenge of ensuring transparency and explainability. In addition to understand-
ing why some final results come to be, the actual results should make sense and be possible
to implement.

3.3.3 Concept

The What-If Analysis tool employs a streamlined architecture (see Figure 3) leveraging optimiza-
tion components of the Al4Work platform to perform simulations and scenario analyses across
different pilot use cases. We will take advantage of the components created in this project (i.e.,
human-aware task planner and long-term adaptation components).

The What-If tool is meant to answer day-to-day operation requirements, but it will not be used
in any real-time scenario to monitor and change parameters all the time during the workday. The
key components of the system include:

1. Core Module: Utilises the AI4Work platform scheduling/planning component to run simula-
tions and perform what-if analyses based on user-defined scenarios and constraints. This
module will receive the configurations from the configuration layer, so the same core can be
used with all pilot cases. This module handles the complex optimization problems across var-
ious domains.

2. Pilot-Specific Configuration Layer: Provides customizable settings and parameters for the
pilot cases. This layer allows the component to adapt to the unique requirements and con-
straints of each domain while maintaining a common core simulation engine. The configura-
tions will be done either via separate configuration file or with the visualisation layer.

3. Visualisation and Explainability Interface: Presents the results of the analyses in an intui-
tive, interactive format for decision-makers. This component not only visualises the outcomes
of different scenarios but also provides explanations for the Al's decision-making process,
ensuring transparency and interpretability of the results. This visualisation interface may also
be used to create/edit the configurations for each pilot case.
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Figure 3: An overall architecture concept of the What-if tool components
The component’s workflow (see Figure 4) consists of:

1. Users inputting scenario parameters and constraints through the pilot-specific configuration
layer.

2. The core module will communicate with the Human-aware Task Planner or the Long-Term
Adaptation component to add explainability and transparency to the generated solutions.

3. The visualisation and explainability interface presents the results and provides insights into
the decision-making process.

This approach allows for flexible, domain-specific what-if analyses while maintaining a con-
sistent and powerful optimization core, enabling decision-makers to explore various scenarios
and their potential outcomes across different industries.

Input
Parameters & Visualize &
Constraints Explain Results

Run Simulation Make Informed
& Analysis Decisions

Figure 4: What-if tool workflow simplified

3.3.4 Innovations Targeted

1. Multi-domain Optimization Explanation Framework: Developing a flexible framework that
is capable of explaining the reasoning of diverse optimization problems across different in-
dustries through a unified core simulation module.
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2.

Configurable Domain-Specific Layers: Creating an adaptable configuration layer that allows
the component to be customised for each pilot case, enabling domain-specific constraints and
objectives to be easily incorporated into the explainability scenarios.

Integrated Visualization and Explainability: Implementing an innovative interface that not
only visualises complex scenario outcomes but also provides clear explanations of the Al's
decision-making process, enhancing trust and understanding in the component’s recommen-
dations.

3.3.5 Inputs/Outputs

3.3.5.1 Inputs

Pilot-specific configuration parameters
Results of Human-Aware Task Planner / Long-Term Adaptation

3.3.5.2 Outputs

Performance predictions for different scenarios

Comparative visualisations of scenario outcomes

Explanations of the optimization process and decision rationale

Sensitivity analysis of different factors specific to each pilot

Recommended actions or changes explanation to humans, in order to improve outcomes
based on scenario analyses

3.3.6 Component Requirements

1.

Shall: Provide a flexible configuration interface for pilot case to input domain-specific param-
eters and constraints

Shall: Offer an intuitive visualisation interface to compare outcomes of different scenarios
Shall: Provide explanations of the optimization process and decision rationale to ensure trans-
parency

Should: Allow users to analyse multiple 'what-if' scenarios

Should: Use the ontology models of the pilot partners” data structures to enable accurate rep-
resentation within the What-If Analysis tool

Shall: Incorporate sensitivity analysis to identify key factors influencing outcomes in each
scenario

May: The What-If Analysis tool may be able to import data in standardized formats (e.g., CSV,
JSON) for easy integration from pilot partners' existing systems

May: The What-If Analysis tool may be able to export results in standardized formats (e.g.,
CSV, JSON) for easy integration into pilot partners' existing systems

3.3.7 Requirements towards other Components

1. Should: Integrate with the Long-Term Adaptation component to run scheduling scenarios

2. Should: Integrate with the Human-aware Task Planner to run scheduling scenarios

3. Should: integrate with other graphical user interfaces of the project
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3.4 Long-term Adaptation under Uncertainty

341 Component Overview

The Long-term Adaptation Under Uncertainty component, an important part of the AI4Work
framework, aims to improve the reliability and performance of multi-agent systems, such as those
involving a team of human workers and robots in a shared collaborative environment. These
systems operate in dynamic and unpredictable environments, such as construction sites and vine-
yards. Thus, the main purpose of the long-term adaptation component is effective uncertainty
management while ensuring optimal or near-optimal task allocation and planning.

In order to achieve this, the component uses techniques such as probabilistic modelling, formal
verification, advanced task planning and allocation methods, and real-time monitoring. Together,
these technologies enable the component to respond dynamically to environmental changes and
potential disruptions. Furthermore, its architecture supports both design-time planning and
runtime adaptations, thus making it a flexible component that enhances system resilience and
reliability.

3.4.2 Key Challenges

The long-term adaptation component implementation presents several key challenges that must
be addressed to achieve optimal performance and robustness.

1. Modelling uncertainty

i) A challenge is to identify and model the critical set of uncertainties that can compromise
the reliability of the system and the subset that can be handled at some stage of the system
task planning and allocation life cycle. As a result, devising probabilistic models that incor-
porate an appropriate representation of the uncertainty of the underlying environments also
poses a challenge, especially if these environments are complex and involve heterogeneous
actors, such as construction sites and vineyards [6], [7], [8].

ii) A second challenge is to estimate the initial uncertainty values as part of the problem spec-
ification. For example, estimating the probability of robot failure or models for the gradual
increment of human fatigue. Initial estimates can be drawn from previous tests, simulations
or expert knowledge [9]. These are application-dependent as some applications might require
considering the time variations when travelling between long distances and uneven terrains
(as with agricultural setups), while others might consider short-distance collision avoidance
as with manufacturing cobots.

2. Scalability and computational complexity

i) In terms of formal verification, the complexity of the respective models (formalised in the
language acceptable by the chosen verification technique) can increase exponentially, result-
ing in the so-called state explosion problem [10]. This can make explicit verification compu-
tationally intractable. This challenge arises from the exponential growth of states that need to
be verified to ensure the correctness of the system properties.

ii) It is well-known that the computational complexity of task allocation involving multiple
agents (robots and humans) is NP-hard [11], and as a result, solving it can be quite challeng-
ing. The challenge stems from the fact that as the number of agents and tasks increases, the
complexity grows exponentially. This implies that finding optimal solutions can be time-con-
suming or even infeasible within a constrained time budget and computational capacity,
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especially for more complex scenarios. Moreover, considering time windows or ordering con-
straints makes the problem even more complex.

iii) The computational burden of the generation of task plans also relies on the intended cen-
tralised type of architecture we plan to adopt. Other architectures, such as those which build
upon our previous work on decentralised control loops [12], can help distribute this burden
across multiple agents.

3. Monitoring, management and self-adaptation

i) Enabling long-term adaptation with limited human intervention requires the system to
have robust disruption monitoring and self-adaptation capabilities. A key challenge is devel-
oping adaptation tactics for complex task constraints and agent interactions. It is essential that
the execution of these adaptation tactics comply with the system's operational space and does
not compromise the functionality of the system. Moreover, adaptation tactics might also be
context-dependent. Finally, the system must determine the appropriate course of action when
no adaptation strategies are feasible.

ii) To promptly adapt the system in the presence of disturbances, the system must be able to
detect these disturbances. Monitoring limitations such as communication errors and latencies
might result in poor management of the system at runtime. A challenge is to improve runtime
management by, for example, modelling or (ideally) improving monitoring capabilities.

3.4.3 Concept

The Long-Term Adaptation (LTA) under uncertainty component is designed to address the chal-
lenges of complex systems covered above, which involve multiple autonomous agents, such as
robots and drones, as well as humans, in dynamic, unpredictable environments. The primary
goal of this component is to ensure that task allocation, planning, and execution remain reliable
and adaptive, even in the presence of uncertainty (e.g., unreliable system components, and non-
deterministic worker behaviour). The component achieves this through a combination of meth-
ods such as probabilistic modelling, formal verification and advanced task planning and alloca-
tion methods.

Long-Term Adaptation Under Uncertainty
triggers
context
simulated
data » Model Updater Uncertainty-aware Planner verified
fid » LTA Listener task plans
confiaence | |uti S+ Mo
assessment > e Adaptation » =oHlion i
Specification & : Decoder
pecication Formal Verifier Tactics
Task Encoder Generator

Figure 5: Long-term adaptation under uncertainty component stages.

Figure 5 shows these main stages of the LTA component. The LTA Listener obtains information
from relevant components of the AI4Work architecture. This includes contextual information,
simulated data from the system and environment, and confidence assessment results. The values
of these inputs are expected to change at runtime. Within the AI4Work architecture, the afore-
mentioned component is initiated by the input triggers. Triggers are expected when, for example,
disturbances on the system that affect the reliability of the current plan are detected.
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The Model Updater addresses the modelling-of-uncertainty challenge by providing a formal struc-
ture to model uncertainty as part of the task allocation and planning problem models. For exam-
ple, by utilising Markov Decision Processes (MDPs) or variations thereof. These models must
allow for the formal description of costs, probabilistic behaviour and the set of relevant task plan-
ning constraints.

The Specification and Task Encoder formalises the set of requirements and optimization objectives
relevant to the task allocation and planning problem, such as “maximize the probability of com-
pleting all tasks without failure”. The interpretation of these requirements is influenced by the
data encoding format used in each pilot and the targeted formalism for their further analysis,
such as encoding them in probabilistic logic languages.

The Uncertainty-aware Planner addresses the verified task allocation and planning challenge. It
utilises various decomposition techniques which allow for the breakdown of the global task allo-
cation problem into smaller, more manageable sub-problems. It coordinates the formal verifica-
tion of plans and the selection of the adaptation tactic. Optimization techniques embedded in this
planner allows for the generation of near-optimal task plans.

The Adaptation Tactics Generator selects the type of adaptation tactics that the long-term adapta-
tion module must consider. For example, if no plans comply with the new problem specification
as new tasks might be added, a new set of verified plans must be generated. If verified plans were
previously generated to address the monitored changes that triggered the LTA component, an
adaptation tactic can deploy one of these plans rather than generate and verify new plans saving
computational resources. Another example is reassigning the tasks of a failed robot to a new one,
avoiding the need to replan the entire set of robot plans. The output is passed through the Solu-
tion Decoder to share the task plans with the respective components from the AI4Work architec-
ture in charge of their further analysis and final deployment.

3.4.4 Innovations Targeted

The following innovations will be targeted:

* A Domain Specific Language (DSL) for the problem specification describing the different
components of the target system. The DSL must capture the relevant probabilistic behaviour
of agents involved in the system (e.g., robots and human workers).

» Techniques for modelling, synthesising, and formally verifying system task plans and alloca-
tions, as appropriate for the AI4Work pilots. The generated Pareto-optimal plans must com-
ply with the set of constraints and possibly conflicting optimisation objectives (e.g., minimis-
ing travel time vs. collision risk). This work builds on top and extends our previous
EvoChecker research [13].

* An architecture enabling the long-term adaptation of the target systems based on real-time
data leveraging the techniques mentioned above. The architecture will be based on the well-
known MAPE-K loop [4].

* The automated translation of natural language requirements into formal specifications.

3.45 Inputs/Outputs

3.4.5.1 Inputs

Required inputs from other AI4Work components:
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Digital twin: Relevant information about the current state of the system, including the robots
and human locations and status.

SWS Management: Trigger initiating the execution of the LTA component to devise a new
verified plan based on the current state of the target system.

Knowledge Base: Description of the models defined in specific modelling languages that en-
code the system’s environment as well as information about possible tasks. For example, in
the construction pilot, BIM models provide detailed information for various construction
tasks.

Knowledge Base: List of requirements to be considered as part of the task allocation and plan-
ning, and non-functional requirements relevant to the generation of task schedules and the
self-adaptation of the system. This might include translated inputs from the actor through the
Common Frontend into a predetermined format.

Optional inputs to be considered on a case-by-case basis depending on the AI4Work pilots are:

Context Awareness component: Relevant contextual information that has an impact on the
adaptation tactics.

Digital twin: Predictions on the evolution to select adaptation tactics according to predicted
changes in the system.

Runtime Monitoring for Trustworthy Al: Information about the uncertainty of the AI compo-
nents used within the target system as appropriate.

3.4.5.2 Outputs

The outputs provided to other components of the AI4Work architecture are:

Verified task plans that meet the required mission constraints and requirements with a certain
level of optimality.

Task allocation of tasks to agents such as robots or human operators.

Analysis of result metrics related to the system’s reliability, performance, efficiency and opti-
mality of the synthesised task plans.

3.4.6 Component Requirements

1.

® NG

Shall: Provide automated mechanisms to parse and translate structured task-related data
(e.g., BIM files in IFC format) from the problem specification into appropriate models and
formal logic.

Shall: Provide a means to represent task allocation problems with different types of uncer-
tainties.

Shall: Provide mechanisms to maintain accurate models for system task allocation problems
by updating them based on observational data.

Shall: Provide a mechanism to formally specify the relevant deterministic and probabilistic
functional and non-functional requirements.

Shall: Provide mechanisms for formal verification and quantitative analysis of task plans.
Shall: Produce optimal or near-optimal task allocation and planning solutions, if they exist.
Shall: Dynamically adapt the task allocation and planning strategy based on real-time data.
Shall: Provide storage for saving the necessary data (e.g., the initial problem specification, the
initial set of plans to be deployed, the data gathered at runtime by monitoring the system, the
predefined set of adaptation tactics and the generated verified task plans).
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9. Should: Provide automatic translation of system requirements expressed in natural language
to formal specifications encoded in logic.

10. Should: Provide explanations to the user when a disruption is detected, an adaptation is se-
lected, or when no adaptation could be found.

11. Should: Provide a means to modify initial probabilistic agents behaviour assumptions when
more data is collected based on (e.g., using Bayesian inference).

12. May: Provide explanations for task allocation decisions (e.g., concerning the division of tasks
between humans and robots).

13. May: Provide strategies for automatic quantification of human behaviour.

14. May: Provide mechanisms for the degradation of mission requirements in case of failing to
obtain a verified task plan.

15. May: Provide information for human operators to intervene or reconfigure task allocations
when necessary.

16. May: Provide architectural adaptation mechanisms to switch between centralised, decentral-
ised and hybrid task planners.

3.4.7 Requirements towards other Components

1. Shall: The respective API and interfaces to the components that are listed under Inputs and
Outputs.

a) An API with the Digital Twin component to receive and process simulated system data
in appropriate formats specific to each pilot.

b) An interface with the SWS Management component to receive triggers to start the adap-
tation process.

c) An API or interface to obtain relevant information about requirements specified by the
actor and relevant system information from the SWS Management component, for exam-
ple, input tasks from the actor through the Common Frontend.

2. Should: Interface with the Runtime Monitoring for Trustworthy Al to receive contextual in-
formation in an appropriately structured format.

3. May: An API to receive information from predictions of the system evolution from the Digital
Twin.

3.5 Runtime Monitoring for Trustworthy Al

35.1 Component Overview

The Runtime Monitoring for Trustworthy Al component aims to support collaboration between
human operators and Al-enabled robotic and other systems, within diverse working environ-
ments, assessing AI/DL predictions regarding risk and uncertainty. Our approach encompasses
both design and runtime safety assurance aspects, employing continuous monitoring enabling a
comprehensive examination of the Al components’ behaviour and performance from initial de-
sign-time Al stages through to runtime operation, ensuring a cohesive and reliable Al system
function. The approach combines design-time knowledge and safety runtime monitoring to per-
form dynamic reliability evaluation and obtain a clearer picture of ML/DL safety during opera-
tion. Moreover, on-going monitoring and maintenance are embedded to ensure optimal perfor-
mance and mitigate potential risks associated with Al deployment. To ensure continuous
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monitoring and repairing for the ML/DL components, our approach fosters diversity in the aug-
mented dataset to uncover corner-case behaviours.

3.5.2 Key Challenges

Al-enabled, and specifically Deep Learning-based systems, are increasingly used in addressing
many challenging tasks such as, speech recognition [14], medical image analysis [15], battery
management [16], associating words with images [17], and visual speech recognition [18]. When
it comes to repetitive tasks in a specific and pre-defined domain, such systems offer many ad-
vantages across a variety of applications within manufacturing, agricultural, and other fields,
aiming to enhance efficiency and productivity. Specifically, in manufacturing, Al-enabled auton-
omous systems can be employed for tasks such as assembly line operations, quality control in-
spections, and material handling. Such systems are able to carry out repetitive tasks with high
precision and speed, thus reducing production cycle times and minimising errors [19].

However, in scenarios where humans need to interact with these systems, inherent risks are pre-
sent, as any erroneous behaviour could lead to human injury, loss of life or material resources
[20]. These risks come from different factors and necessitate meticulous mitigation strategies. For
example, in environmental science and manufacturing, sensor-based technology is used to collect
data, which is frequently high-dimensional and heterogeneous, and then Al-based models are
trained on it. However, data quality is typically poor, resulting in models that lack ability to gen-
eralise and thus exhibit insufficient resilience. Furthermore, even if such models are resilient,
tracking and comprehending their inferences, as well as determining the causative processes that
underpin them, remain difficult tasks. Even minor changes in the input data can have a significant
impact on a model's output, leading to completely different inferences and weakening the mod-
el's reliability. Al models are prone to various uncertainties, including measurement error, spatial
variability, and model misspecification [21]. This has enabled a renewed interest in examining
safety assurance mechanisms to bolster the technical robustness and safety of Al-enabled sys-
tems, hence emphasising the imperative need to enhance Al trustworthiness.

Within the AI4Work project, the research approach envisions collaboration between Al-enabled
systems and humans, prioritising safety as a critical factor for the widespread adoption of Al in
human-robot interactive scenarios. This prioritisation is particularly crucial given the unpredict-
able operational and environmental variables that can arise during such interactions, potentially
leading to corner cases that Al-enabled systems must effectively manage.

From a safety assurance perspective, Al trustworthiness in the context of human-AlI collaboration
encompasses several key challenges due to:

» Al internal factors related to numerous obstacles that Machine Learning models encounter
across the spectrum of their lifecycle, spanning from development to deployment and mainte-
nance. In particular, challenges related to the availability and diversity of labelled train-
ing/testing data, which may also make the evaluation techniques for new types of ML/DL
models difficult.

» Al external factors that are more user-centred arise from interaction with humans including
lack of domain adaptation due to the variability and complexity of human behaviour and
environments. Moreover, creating a human-understandable explanation is challenging. Many
evaluation techniques can only provide narrative explanations. We can also state that human
communication and behaviour can be ambiguous and uncertain, making it challenging for
Machine Learning models to accurately interpret and respond to user inputs.
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To address these challenges, our approach within the AI4Work project takes certain considera-
tions to foster safety and confidence in Al-enabled systems. In particular, our technological ap-
proach focuses on the safety assurance of Al-based components powering the systems” environ-
ment when deployed in interaction with humans. This involves assessing the quality attributes
of ML/DL models, offering a balance between correctness and reliability while assuring that in-
tuitive behaviours during human-robot interaction are captured.

3.5.3 Concept

The Runtime Monitoring for Trustworthy Al comprises four main modules, concerning design
time and runtime phases. These modules are: runtime reliability evaluation, systematic testing,
data augmentation, continuous monitoring and repairing.

Figure 6 below provides a high-level overview of our threefold approach for safety and quality
assurance of ML/DL components, and the different concepts and how they interact with each
other. It is a holistic approach that involves testing and analysing ML components in robotic sys-
tems with a focus on two key aspects: the naturalness of generated data and the impartiality of
output. It provides quality assurance artefacts in response to immediate everyday risks of Al-
powered robots, ensuring the safety of the involved humans in the workspace.

Inputs Design time
o Systematic Testing / Data Augmentation Continuous Monitoring &
Romamf Repairing
: explamamhty driven
S i = ‘ fine-tuning ‘
o & L
HoH whitebox analyms syrinetic datasst :
DL model continuous
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Figure 6: Approach for safety and quality assurance of ML/DL components

3.5.3.1 Systematic Testing

The quality assurance is carried out in offline mode, following a systematic testing methodology
combining traditional unit testing strategy with Al explainability-driven test criterion (Whitebox
analysis) to detect behaviour inconsistencies in the ML/DL model outputs. In particular, a trained
DL is assumed to be provided by an object detection/segmentation or stress classification task
along with the training and test sets associated with the model. Based on the provided details, at
design-time, this approach involves conducting white-box analysis and testing to assess the fault
revealing ability of the test set and its defect detection capabilities. This evaluation will employ
explainability-driven testing adequacy techniques, which are going to be developed.

3.5.3.2 Runtime Reliability Evaluation Technique

Due to the aforementioned challenges, a new component will underpin a runtime reliability eval-
uation technique. This will be done by employing a hybrid uncertainty quantification approach
[22] [23] to estimate robust prediction intervals with the complete predictive distribution,
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yielding an uncertainty estimate. The proposed method is based on Monte Carlo Dropout tech-
niques coupled with Conformal Prediction [22] and/or Normalizing Flows [24], particularly
suited for a variety of tasks, including regression, classification, and time-series forecasting. By
applying this approach to regression tasks, the model can provide more reliable predictions with
quantified uncertainty, which is crucial for applications where decision-making depends on pre-
cise predictions. Additionally, the method enhances dynamic reliability assessments, offering a
more comprehensive understanding of ML components' reliability during operation across dif-
ferent tasks.

3.5.3.3 Data Augmentation Technique

Human-Al interaction tasks encompass a broad spectrum of scenarios, yielding numerous corner
cases where the efficiency of ML predictions diminishes. To simulate these scenarios, we propose
a semantic-based data augmentation component that synthetically generates new inputs stimu-
lating deployment tasks [25]. The specific approach advances quality assurance for DL models
by leveraging generative Al models, i.e. Stable Diffusion. The augmented dataset consists of syn-
thesised images whose fidelity score exceeds a given threshold and increases a selected coverage
criterion. The resulting data will be deployed for the Continuous Monitoring and Repairing mod-
ule for the ML models.

3.5.3.4 Continuous Monitoring and Repairing

The final pillar of our approach is a continuous monitoring and repairing component that relies
on a data augmentation process. The data augmentation process will entail creating synthetically
meaningful inputs derived from the testing/training dataset. This will involve the use of data
augmentation techniques previously developed [25] to improve the quality of both the training
data and the test suite. We also propose a systematic testing methodology that enables us to es-
tablish an adequate granularity understanding of the importance of DL system components and
use this information to assess the semantic diversity of a given dataset (often a test set) [26]. Ad-
ditionally, this data could be employed for model fine-tuning, compression and incremental re-
training, thus addressing issues related to data diversity and domain adaptation by introducing
corner-case scenarios replicated using the data augmentation process.

3.54 Innovations Targeted

We intend to develop:

» an explainability-driven test adequacy criterion for white-box ML testing;

e an uncertainty quantification technique for enhancing dynamic reliability assessment and
providing a comprehensive understanding of uncertainty in ML models;

* anew semantic-based data augmentation technique based on [25] that simulates real-world
scenarios and could reveal possible corner cases/edge-case scenarios;

* a continuous monitoring and repairing methodology based on model fine-tuning and re-
training that could potentially be employed also for model compression.
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3.5.5 Inputs/Outputs

3.5.,5.1 Inputs

* Object detection/segmentation and stress classification methods and models from the
Al4Work pilots, as appropriate.

» Training and test datasets of the selected models.

* Runtime data from different data sources, such as image streams (e.g. from cameras and wear-
able devices).

* Recommendations for Responsible Al

3.5.5.2  Outputs

» Uncertainty estimation to anticipate runtime model failures.

» Synthetically augmented datasets for each use case, as appropriate.

* Repaired and tailored AI models.

» Coverage estimation with corresponding post-hoc interpretation of its implications for the
Human-AlI collaboration.

3.5.6 Component Requirements

—_

Shall: Support white-box analysis of ML models given the training and test sets.
Shall: Estimate the uncertainty as a confidence indicator of the correctness of the ML predic-

N

tion at runtime.

Shall: Synthesise new data using the training/testing sets as sources.

Shall: Quantify the adequacy of the test for the target ML models.

Should: Retrain the model in a selected dataset and gain improvements.

Should: Offer a fidelity measurement (or estimation method) to evaluate the adequacy of the
target ML models.

May: Execute model compression based on the quantification results.

SARRS N

N

8. May: Improve the performance of the ML component, given the offline and online testing
results.

3.5.7 Requirements towards other Components

1. Shall: Integrate with AI models used for object detection/segmentation and stress classifica-
tion.

2. Shall: Have access to the training and test datasets of the selected AI models.

3. Shall: Have access through appropriate APIs to the runtime data from different data sources,
such as image streams from cameras, sensor data from wearable devices.

4. Shall: Receive evaluation recommendations to determine the reliability, fairness, and safety
of the Al models.

3.6 Human-Centred Digital Twins of Processes and Employees

3.61 Component Overview

The integration of Human-Centred Digital Twins of processes and employees within the
Al4Work framework is supported by the Digital Twin Management System (DTMS) component.
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This component provides to the AI4Work Service Platform the functionalities to manage and ex-
ecute Human-centred digital twins compliant with a unified data model meant to describe ge-
neric digital twin structures, their static and dynamic properties as well as their computational
models implementing analysis and forecasting capabilities.

Figure 7 shows the main capabilities the component APIis supposed to provide to the other main
components of the Al4Work architecture.
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Figure 7: Main DTMS interactions with the AI4Work Service Platform

From a project perspective, the DTMS allows to deploy pilot specific digital twins and supply
their functionalities to the other components of the architecture through a unified API (Figure 8).
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Figure 8: DTMS API functionality groups

The reference Digital Twin structure that will be handled by the DTMS is presented in Figure 9
and it is composed of three major sections:

e Data: containing both static information, subject to low frequency updates (also called data at
rest) and dynamic data, subject of continuous updates performed by dedicated and specific
Sharpener modules

06.12.2024 Version 1.0 Page 26
Confidentiality: Public Distribution



[ ]
4WG rk D1.2 Al4Work Concept

Computational-models + Execution engines: represent the executable aspect of the digital
twins. Each computation model can be run onto one or more associated Execution engines.
Sharpeners: modules dedicated to the continuous synchronisation of the computational mod-
els with the real counterpart of the digital twin

" . . A
Digital Twin
=~
Static data
»~ Data
Dynamic data
-
-
Computational-Models Computational-Model
>+
Execution engines Execution Engine couples
-’
Sharpeners } Data and co-models updaters

. J/

Figure 9: Digital Twin structure

As previously mentioned, the flavour of the final implementations of the Digital Twins will be
pilot and use-case specific, therefore the types of data, computation models and execution engines
managed by the DTMS will be very heterogeneous, relating to either whole production systems
or human behaviours.

The following structures represent two examples of possible pilot specific digital twins.

1.

Human Digital Twin for the forecasting of the stress level:

o Static data: baseline physical properties

o Dynamic data: biometric data streams acquired from wearables
o Computational model: stress assessment regression algorithms
o Execution engine: regression model computation engine

Packaging Plant Digital Twin for the assessment of plan KPIs:

Static data: machines rating plate
Dynamic data: machine states and warehouse states acquired from line controllers
Computational models: discrete events simulation model

O O O O

Execution engine: simulation runtime

3.6.2 Key Challenges

Human DT Integration

Create a data-model for the human DT, which is general enough to be used in different fields.
Creating a digital twin of the human being is a more recent challenge than the creation of
digital twins of machines and production systems, therefore there’s less standardisation.
Since the pilot experiments are all coming from very different fields, they are all interested in
different aspects of the human operator and moreover, the usage that the pilots are going to
have of the human operator model is different. Some will focus on the skills of the operator
while others need to analyse his physical and mental status.

The challenge is to create a data-model which is flexible enough to be used by all the pilots,
without losing information.

Allow different types of simulation technologies to be used for DT’s

06.12.2024 Version 1.0 Page 27

Confidentiality: Public Distribution



[ ]
a I4WG%’ rk D1.2 Al4Work Concept

The human DT is not only represented by data, but often requires the execution of simulation
models to perform prediction, optimization or scheduling tasks.

3.6.3 Concept

Figure 10 shows the main subcomponents of the Human-centred digital twin components.
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Figure 10: DTMS internal schema

3.6.3.1 Gateway

A gateway is used to connect to the field to collect data, besides usual data which are collected
from machines and shop floor input sources, this gateway can also be able to collect data about
the workers in terms of availability and current status, in order to synchronise the digital twins
with the environment. The gateway also allows connectivity to external data sources containing
useful data such as databases, and/or ERP systems which may be already available.

3.6.3.2 Data Storage

Data acquired from the field are stored in the data storage component, which contains data com-
pliant to the AI4Work data model for the Human centric digital twin of operator and processes.

3.6.3.3 Model Storage

The model storage is used to store simulation models which can be used to simulate the behav-
iour of the system realising a predictive digital twin. Models are stored in a dedicated space with
version tracking and can be accessed using an API to be retrieved by simulation engines or down-
loaded for offline utilisation.

3.6.3.4 Results Storage

Models always produce an output of some form, it could be some KPI's to compare the behaviour
of a system in different scenarios through the digital twin, or the optimal job allocation between
robot and human. The results storage is used to store the results obtained from the simulation
models, granting access to data to perform analysis and comparison.
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3.6.3.5 Execution Engines

The execution engines are the components which are dedicated to the execution of computational
models. The most valuable functionalities of the digital twins created in the project will be pro-
vided executing models which will allow to replicate the behaviour of the mixed human-machine
systems. Models can be used for different purposes, such as job allocation and production sched-
uling, and can be realised using different technologies, so the architecture foresees the use of
multiple execution engines. The level of integration of the engine in the platform may vary de-
pending on the technical characteristics. Some may be seamlessly integrated in the AI4Work Ser-
vice Platform and, in this case, loading the models and running them will be accomplished
through dedicated API’s. In other cases, execution engines could be external software which
could be difficult to integrate due to technical obstacles or licencing problems. In such cases the
execution of computational models could happen offline, and the integration will ensure the com-
patibility of the models with the AI4Work data model and the possibility to upload produced
results on the platform.

3.6.3.6 Front-End

A graphical front-end component provides Ul to interact with the DTMS, in particular for digital
twin administration purposes, allowing an advanced user to accomplish functions such:

= Digital twin management: the user can perform CRUD operations on digital twin instances,
uploading new models and managing existing ones

» Execute computational models: the user can configure scenarios, execute simulations and test
the digital twin behaviour, inspecting the generated results

= Data visualisation: the user can visualise data using dashboards to allow the user to evaluate
the current status of the digital twins.

3.6.3.7 Back-End

The back end has two main functions: it exposes the API to interact with other AI4Work compo-
nents and coordinates the interaction between the different subsystems of the component.

The API’s detailed specifications will be defined in collaboration with the developers of the other
components, but some functions which are already foreseen are:

» CRUD operations on the data storage to manage the digital models of process and employees
» Configuration and execution of simulation models

» Communication with the front-end

» Retrieval of simulation results

3.6.3.8 Model Updater

The model updater component takes care of keeping the simulation models updated and aligned
with the current context, whenever a change which invalidates a model occurs the updater will
manage the upload of the new model keeping track of versioning and maintaining the relation
between the model and the context.
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3.6.4 Innovations Targeted

The component aims at providing a new level of integration of the human aspects into existing
digital twin technologies, creating the infrastructure to natively manage and execute hybrid dig-
ital twins.

3.6.5 Inputs/Outputs

3.6.5.1 Inputs

Digital Twin prototypes

Predefined structures of digital twins that can be instantiated to mirror the real counterparts
Instances static data both for humans and plants

Represent information that characterise the instances of digital twins, (which can be represen-
tations of plant, machines or humans).

Instances dynamic data both for humans and plants

Streams of data coming from the field and updating the current status of the digital twin
instances

Digital twin computational models

Executable packages that can be run on specific execution engines.

Computational models specific inputs

Data that is associated to a single execution of a specific computational model and that repre-
sents its required input to correctly produce the expected results

Sharpeners

Executable data collectors meant to update specific digital twin instances.

3.6.5.2 Outputs

Instances static data both for humans and plants

The characterization of the single digital twin instances is made available through the CRUD
API

Instances dynamic data both for humans and plants

The collected data streams are made available outside the platform for further elaboration by
other AI4Work components

Computational models specific results

Represent the results of a single execution of a specific computational model on its associated
execution engine. Results are associated with the input that generated them, and they are
stored as execution logs inside the platform.

3.6.6 Component Requirements

1. Shall: Provide a common ontology for the representation of hybrid digital twin prototypes
and instances composed by humans and machines

2. Shall: Provide a REST API exposing CRUD functions to manage hybrid digital twin proto-
types

3. Shall: Provide a REST API exposing CRUD functions to manage digital twin instances con-
forming to corresponding prototypes

4. Shall: Provide REST API to execute specific computational model

5. Shall: Support different execution engines
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Shall: Provide REST API to update computational models of an instance

Should: Provide REST API to access result logs of specific computational models
Should: Provide a Graphical front end for the management of the instances
May: Provide a Graphical front end for the management of the prototypes

© ® N o

10 May: Provide a Graphical front end for the management of the result logs

3.6.7 Requirements towards other Components

Digital Twin Management System is a general-purpose service provider that is mainly meant to
support the business processes of the other components. For this reason, requirements towards
the other components may strongly vary according to the specific use cases.

In general, the only requirements towards all the other components are:

1. Shall: All components interacting with DTMS  shall comply with the DT ontology for the
description of the human and system digital twin

2. Shall: All components interacting with DTMS shall provide computational models and re-
lated execution engines compliant with DTMS specification

3.7 Context Awareness

3.71 Component Overview

The Context Awareness component extracts context under which the work is carried out, it inter-
prets the current context and provides context information as basis to adapt the Al/robot ac-
tions/recommendations to the context. This component comprises three main modules: Context
Model, Context Monitoring and Context Extraction modules.

Within the AI4Work project the context model will be used as a baseline to gather and represent
knowledge about collaborative human-Al/robot work in various settings. The Context model will
model a set of concepts and their relations which describe the stages, entities, attributes and stake-
holders within collaborative human-Al/robot work.

The Context Monitoring and Extraction services allow for identifying changes in the Contexts of
the environment. The current identified Context is used to support the decision-making / optimi-
sation / reconfiguration.

The Context Monitoring and Extraction method uses monitored “raw data” provided from sys-
tems/sensors, as well as knowledge available in different systems to derive the current context.
Using the context model, the monitored data is evaluated and the context extracted. Based on the
identified context, the contexts can be compared to previous ones and stored. A continuous pro-
cess, coordinating with the monitoring and followed by the extraction process to give current
context meaning to the provided knowledge, is built around the main extraction of a context in
Al4Work.

The method covers the definition of the mechanisms to monitor context and process changes —in
relation to the quantitative relationships influencing the meaning of contexts from various per-
spectives (user, services). This includes a definition of the entities relevant for monitoring contexts
and parameter changes, and investigation of the extent to which these mechanisms depend on
the viewpoint, for which changes are being monitored, according to the defined Context models.
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3.7.2  Key Challenges

3.7.2.1 Context Model

The key challenges in defining Context models are:

* Where is the border between “normal/nominal” Al4Work solution and the Context aware-
ness? Which information should be used within ‘normal/nominal” AI4Work solution and
which for the Context model?

AI4Work approach: All information which describes changes in the circumstances under which
a collaborative human-ai/robot work is executed can be associated with the Context model.

*  Which information should be associated with the Context model?

Al4Work approach: According to the above definition of the contexts, any information (con-
cept) available about the circumstances under which the AI4Work solution is used in a col-
laborative human-ai/robot work can be considered Context and included in the context
model. The question is, which information makes sense to be included in the model. Getting
and processing this information is related to costs (e.g. for sensors, processing algorithms and
computers etc.), and, therefore, it must be carefully studied which information needs to be
included in the context model. The consequence of this approach is that there is not a unique
context model for any instantiation of the AI4Work solution.

3.7.2.2 Context Monitoring and Extraction

The key challenges in Context Monitoring and Extraction components are:

» Can we retrieve all information from all needed sources?
AlI4Work approach: the Context Monitoring solution defines a generic interface with an extend-
able and configurable standardised process. The question is can we really retrieve all infor-
mation from the environment and Al4Work environment needed by the defined context
model?

» Can we extract the context needed by the other AI4Work modules, based on the monitored
information?
Al4Work approach: Using the context model, the monitored data is evaluated and the context
extracted.

3.7.3  Concept

3.7.3.1 Context Model

The approach selected to model contexts is ontology based. Due to their flexibility, expressiveness
and extensibility, ontologies can be considered as the most suitable candidates for representation
of contexts. They ensure that different entities that use the context data have a common semantic
understanding of that data. This allows for use of reasoning mechanisms over the available con-
text data, making it possible to extract inferred knowledge out of the implicitly stated contexts.
Figure 11 presents this approach.

In order to identify the current contexts of services and processes, as well as the current context
of the user, the proposed solution uses as information sources:
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e data from the AI4Work components as detailed in section Inputs/Outputs below. The input
and output data exchange format will be a common format to be defined at specification
phase.

* systems and other sensors

» available knowledge from different systems

This information is used to extend base/core ontologies to meet the contexts of the systems in
question and model the entities, and relationships between them.

Inner Loop

v

Context

Context e—— Extraction

Model

Outer Loop :

o

Figure 11: Context Awareness Approach

3.7.3.2 Context Monitoring

The objective of the Context Monitoring service is to receive raw (sensor) data and provide ag-
gregated monitored data. To achieve this, the Context Monitoring service allows monitoring of
systems in enterprises via different interfaces. It is therefore able to “standardise” and correlate
the data from distinct systems (e.g. map actions from file systems and Web-Services) which later
serves as a basis for identification and Extraction of Contexts.

The main component of the Context Monitoring service is the modular monitoring process, used
for all monitoring services with an extendable and configurable standardised process (see Figure
12).
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Figure 12: Context Monitoring Process

The process is three-parted and contains the following modules:

* Monitoring module, which contains all services to monitor systems and devices in enterprises,
via the Data Access Layer. The distributed monitoring services also call back this module with
their gathered information. The monitoring services can be extended and configured for dif-
ferent systems and do not need to comply with other modules.

»  Parser module, which contains content parser for the different possible data captured by the
monitoring services. The parser offers access to the diverse data possible to be interacted with
and therefore monitored. It provides the access for the analyser and may parse available en-
vironmental properties.

* Analyser /| Monitoring Data builder module, which correlates the monitored content (and
maybe environmental properties) and constructs the standardised monitoring data to be
stored and handed over to the Context Monitoring / Extraction service, or any other service
that needs this information.

*  Monitoring user behaviour module, which allows monitoring of non-structured sources of in-
formation (that are not collected by a system/sensor), from the user environment, via different
interfaces from the Data Access Layer. It is therefore able to standardise and correlate the (e.g.
usage) data from distinct systems (e.g. map actions from file systems and Web-Services)
which later serves as a basis for identification and Extraction of Contexts.

3.7.3.3 Context Extraction

The objective of the Context Extraction is to extract and identify high-level Contexts from the
monitored data in the Context Monitoring service (systems and sensor raw data) and this infor-
mation is used to help being more productive and/or economic within (semi-) automated envi-
ronments (e.g. construction robot environment at the Kuka pilot), as well as for further
knowledge enhancement. The service is based on a semantic model (the AI4Work Context Model)
for an integrated representation of knowledge about collaborative human-ai/robot work in vari-
ous settings.
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Figure 13: Context Extraction Process

As shown in Figure 13, the process identifies the Context from the monitoring data provided by
the Context Monitoring Service (Context Identification), manipulates it through different types
of reasoning techniques (Context Reasoning), and provides the refined identified Context to fur-
ther services (Context Provision).

The Context Extraction service will be based on the services developed within the EU H2020 pro-
ject SmartClide’, but they will be radically extended. The input data will be collected from differ-
ent sources such as smart devices, and control systems. Context Extraction Services will analyse
structured, as well as unstructured data to determine the current Context, and to identify what
activity the users / robots / products / equipment / processes are currently involved in. The Con-
text Extraction result (i.e. the Context information) is based on the observation data, provided by
the Context Monitoring service and on the Context model. The Context information is then stored
in the Context Repository as annotation to the content that is used in the observed Context.

To achieve this, the Context Extraction service comprises the following modules:

e AI4Work Context Model, which is a semantic model for an integrated representation of
knowledge about the collaborative Human-AI/Robot work in various settings and the use of
identified Contexts. All methods in the Context Extraction service are based on this model.

» Context Identification module, which analyses the Monitoring Data handed over by the Con-
text Monitoring service, and by the Monitoring user behaviour module, and extracts knowledge
context such as what robots, products or components are involved, what resources are used,
which environmental aspects are changing, and what items, parts or units are referenced or
manipulated in the current on-going Contexts.

» Context Reasoning module, which reasons on the identified Contexts provided by the Context
Identification module, and generates more accurate identified Contexts, which cannot be di-
rectly identified from the Context Identification module.

e Context Provisioning module, which compares the similarity between the current on-going
Contexts and historical Contexts in the repository and provides the results to other modules
in the Context Extractor.

3.7.4 Innovations Targeted

New data to be modelled and monitored bring several innovations to the Context Awareness
solution, such as:

» New Data Integration: New data (e.g. localisation or human pose) to be modelled and moni-
tored bring several innovations to the Context Awareness solution. It will expand the range
of information that can be integrated and monitored.

! https://smartclide.eu/
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» Advanced Context Awareness: Use new data types to enrich context information, optimising
decision-making, task allocation, and reconfiguration in human-ai/robot collaborations.

» Comprehensive Environmental Understanding: Achieve a deep understanding of the envi-
ronment, facilitating better monitoring and analysis of spatial relationships and interactions
between humans and robots.

3.7.5 Inputs/Outputs

3.7.5.1 Inputs

The input includes a list of all possible data that should be monitored in the form of a JSON
Request. In particular, the Context Awareness component require data inputs from the following
components:
» DPilot-Specific External System

o Real Data that can be observed in the environment and may be relevant for the Context
» AI4Work Service Platform

o Real Data that can be observed both in the environment and from the user interactions
with the AI4Work environment and may be relevant for the Context

3.7.5.2  Outputs

The output includes the current context that includes all monitored data. The data format will be
either JSON or RDF:

JSON array of potential identified contexts (ordered by probability)
JSON String containing identified context (with highest probability)
RDF array of potential identified contexts (ordered by probability)
RDF String containing identified context (with highest probability)

In particular, the Context Awareness component offers data that can be used by the following
components:

» Sliding Work Sharing

* Runtime Monitoring for Trustworthy Al

» Al Components (especially Long-term Adaptation component and Human-aware Task Plan-
ner)

» Digital Twin Management System

The data that is passed on to the above listed AI4Work components will be a JSON String or JSON
Array containing the current environment context (with respect to humans and/or objects).

3.7.6 Component Requirements

1. Shall: Be able to monitor different types of sources (sensors, databases, etc.).

2. Shall: Be able to change existing or add new context monitoring sources with minimal effort.

3. Shall: Provide means to model the different contexts that need to be identified.

4. Shall: Support modelling of Human-Al/Robot environment (e.g. human and robotic environ-
ment, robotic parameters).

5. Shall: Support monitoring of Human-Al/Robot environment (e.g. human and robotic envi-
ronment, robotic parameters).
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6. Shall: Extract context alteration of monitored Al and/or robots (e.g. alteration in nominal func-
tioning of robot)

7. Shall: Provide a REST API for exchanging information with the other AI4Work components

8. Should: Extract context alterations from monitored data with respect to ambient conditions
surrounding the Human-Al/Robot teams (such as weather, temperature, etc).

9. Shall: Define an interface or exchange format to allow information to be given to other
Al4Work components.

3.7.7 Requirements towards other Components

» Shall: Components listed under “Inputs/Outputs” shall provide an API to allow Context Ex-
traction to receive data, in particular:

o DPilot-Specific External System
o Al4Work Service Platform

3.8 Sliding Work Sharing

3.81 Component Overview

The SWS Management component aims to facilitate dynamic sharing of work between humans
and Al/robots. Depending on the respective work situation, the SWS Management shall decide
about:

» therequired degree of involvement of the human, considering the current level of uncertainty
of the Al/robot,

* the (degree of) support to be provided to the human, depending on the human's experience
and the current work situation.

The level of human/machine involvement is not considered to be fixed in advance but may vary
at “runtime”, reacting to unplanned or unexpected events. This approach can be depicted as a
“slider” between human and machine activity, which is adjusted dynamically, depending on the
respective work situation. Three examples of the most typical situations are visualised as such a
“slider” in the following figures:

» In case of high uncertainty of the Al in an unusual situation, the decision may fall to the hu-
man (see Figure 14).

* In case of low uncertainty of the Al in a common situation, the decision/action may be sug-
gested by the Al and confirmed by the human (see Figure 15).

e In case of very low uncertainty of the Al in a very common situation, the decision may be
automatically made by the AI, with human intervention possible but optional (see Figure 16).
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Figure 14: Possible SWS situation (i)
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Figure 15: Possible SWS situation (ii)
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Figure 16: Possible SWS situation (iii)

It should be pointed out, however, that the “slider” is not limited to the aforementioned situations
but may move on the whole scale between “full human control” and “fully autonomous Al/ro-
bot”.

As some application scenarios may include several AI modules (e.g. one to support work plan-
ning in advance and one to support dynamic adaptations at plan execution time), the SWS Man-
agement may also support “dynamic sliding between two Al modules”. However, only the case
of SWS between human and Al is considered in the following, aiming to keep this concept de-
scription simple.

3.8.2 Key Challenges
The key challenges for the Sliding Work Sharing component in AI4Work are:

* Make the decision about the degree of human involvement vs. the autonomy of the Al/robot
Al4Work approach: the SWS Management will take several inputs from other components into
account as basis for this decision, the most important being:

o The uncertainty estimation regarding the Al/robot
o The context information about the current work situation
o The experience/skills of the human

* Make the decision about the need for re-planning/re-scheduling in case of an unexpected sit-
uation at “plan execution time”

2 Please note that this figure and the following include icons from Freepik
(https://www .freepik.com/icon/ai_10873723, https://www.freepik.com/icon/robotic_9830330,
https://www freepik.com/icon/user_4407404)
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Al4Work approach: the SWS Management will take several inputs from other components into
account as basis for this decision, the most important being

o The results of the plan’s validation

o The context information about the current work situation

o The experience/skills and availability of human operator(s)

o The uncertainty estimation regarding the Al/robot

» How to adapt to the different pilot use cases, which consider a large variety of human-Al/ro-
bot work sharing situations?
Al4Work approach: the SWS Management will not be one monolithic component with a “one-
size-fits-all” approach, but will rather provide generic reusable framework elements, which

can be adapted and extended flexibly for each concrete pilot use case.

3.8.3  Concept

SWS is defined as a work-sharing approach where the balance between human and machine (Al
or robot) activities varies during the operation, depending on the situational context, machine-
based confidence levels and human interactions [27] The SWS Management component aims to
take these different inputs into account when deciding about the appropriate degree of human
involvement — and/or the degree of support to the human — depending on the respective work
situation.

A simplified conceptual workflow for SWS, indicating the role of the SWS Management compo-
nent and its inputs from other AI4Work components, is depicted in Figure 17.
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Figure 17: Sliding Work Sharing workflow?

The workflow may be initiated by a human, a robot, some AI4Work technology (e.g. a Digital
Twin that monitors the processes, the Context Awareness component detecting a situation
change, or some Al service) or an external system. The “request for action” indicated on the left
side of Figure 17 should thus be considered a “generic placeholder” for “a work situation where
some action/decision is required”. To enable the decision about the human/Al/robot involvement
in the respective situation, several Al4Work technologies/components need to provide infor-
mation:

3 Figure includes icons from https://www.freepik.com
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» The Context Awareness component extracts the contextual information about the current
work situation

» The Al/robot suggests a decision/action based on the context information

» The Runtime Monitoring for trustworthy Al takes the suggested decision/action as well as the
context information into account, estimating the confidence/uncertainty with which the
Al/robot is making a decision/action in the current situation

* The Human-centred Digital Twin needs to provide information about the skills/experience of
the human

Based on these inputs, the SWS Management component then “decides” or “recommends” to
what extent the Al/robot may work autonomously and if the actions/decision should be requested
from (or checked/confirmed by) the human operator.

Depending on the specific application scenario, different basic degrees of automation may be
possible. In some cases, the Al/robot may work autonomously as long as the uncertainty level of
Al decisions is low. In other cases, the human operator may want to always stay in control, so
that each decision/action suggested by the Al may have to be confirmed by the human.

The main focus of the SWS Management is not on “planning work sharing in advance”, but to
react to events/situations at “plan execution time”. However, in case of major disruptions that
invalidate the original work plan, the SWS Management component may also decide that a re-
calculation of the work plan is required. In such a case it will trigger other AI4Work components
to do a re-planning.

An initial conceptual architecture of the SWS Management component is shown in Figure 18. The
main elements are the following:

e Sliding module: this module is responsible for the “dynamic sliding decision at runtime”. Its
“rule storage” contains pilot/use-case-specific rules that must be defined in advance. At
runtime the “decision engine” applies these rules to the current input data (which is received
from other AI4Work components and pilot-specific Al components) in order to dynamically
decide about the recommended degree of Al autonomy and/or support to the human in the
current situation.

*  Workflow Orchestrator: this module controls the flow of inputs from and outputs to other
systems/components, thus facilitating the integration of the SWS Management into applica-
tion scenarios with different workflows and connected systems. The use-case-specific work-
flow needs to be defined in advance and is kept in the “workflow definition storage”. At
runtime, the “workflow executor” reads this workflow definition and orchestrates the work:

o It triggers other systems/components and requests input data.
o It asks the Sliding Module for a decision.
o It provides the outcome of the “sliding decision” to either of the following;:

= An existing (legacy) system, which can adapt its behaviour based on the decision/rec-
ommendation of the SWS Management component.

= Some use-case-specific custom GUI (provided via the AI4Work Common Frontend),
which can show the decision to an end-user. Depending on the expertise of the human
end-user, this GUI may also present the identified context as well as the estimated
uncertainty of the Al/robot to increase understandability/explainability.
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Figure 18: Conceptual Architecture of the SWS Management component*

3.84 Innovations Targeted

e Application of the concepts of “sliding autonomy” [28], [29], [30] and “sliding decision mak-
ing” [31] to the domain of “work sharing between human and AI”.

e Generic component/framework for SWS Management that can be adapted/extended to be ap-
plied in various pilot use cases.

3.8.5 Inputs/Outputs

3.8.5.1 Inputs

Inputs to the SWS Management will be:

» Current context information about the work situation from the Context Awareness compo-
nent

¢ Uncertainty estimation from the Runtime Monitoring for Trustworthy Al

e Data about the experience/skills of the human (from the Human-centric Digital Twin)

e Feedback from the human that is interacting with the Common Frontend or existing system

* Plans from the Human-aware Task Planner and Long-term Adaptation components

» Suggested decisions/actions from pilot-specific Al modules

= Trigger messages about events that require a “sliding decision” (such triggers may come from
the Context Awareness component, from an external system or from the end user)

3.8.5.2  Outputs

Outputs will be:

= Trigger messages to other components, e.g. trigger Human-aware Task Planner or Long-term
Adaptation components to recalculate their plan or validate a plan.

* Requests to other systems/components to provide required input data.

* Figure includes icons from https://www .freepik.com
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» Decision/suggestion regarding “degree of human involvement” or “degree of support to hu-
man” (so called sliding decision) to another system (e.g. legacy system that the human inter-
acts with, or some pilot-specific GUI that presents it to the human operator).

» Information about the current uncertainty of the Al to the GUI, so that the human gets trans-
parent information about the current Al activity (allowing to double-check/intervene in case
of medium-to-high uncertainty).

3.8.6 Component Requirements

1. Shall: Decide about the degree of human involvement that is required in the respective work
situation, depending on the uncertainty of the Al

2. Shall: Support customization to different pilot use cases via configurable “sliding rules”.

3. Shall: Take into account the user preferences and/or company guidelines regarding the Al
autonomy level (e.g. some users may want to always double-check Al decisions, other users
may trust the Al to work in automatic mode, some company may want to assure that there is
always a human in the loop).

4. Shall: Provide basic workflow orchestration support.

5. Should: Decide about the (degree of) support to be provided to the human, based on the re-
spective situation and considering the experience of the human.

6. Should: Support SWS between different Al modules.

7. May: Facilitate customization to different pilot use cases via “configurable workflow defini-
tions”.

3.8.7 Requirements towards other Components

1. Shall: Components listed under “Inputs/Outputs” shall provide an API to allow Sliding Work
Sharing to request/receive the required data

2. Shall: Existing (legacy) systems or GUIs shall “act” based on the decisions/recommendations
of the SWS Management component (i.e. request action/decision from human/Al/robot, pro-
vide transparency information to the human)

3.9 Al4Work Service Platform

39.1 Component Overview

The AI4Work Service Platform fulfils the role of integrating all the components of the project. It
is responsible for providing the user with a Common Frontend through which he/she may inter-
act with the different services, while also implementing authorisation and authentication mech-
anisms common to all the services. In effect, limiting the access to users with restricted access and
preventing access by unauthorised external systems.

The platform facilitates access to the data used by its services through a middleware that abstracts
the heterogeneous data sources and communicates with the frontend via an APIL. Ensuring these
remote resources can feed their data to the AI4Work components in either batch or data streams.

This platform also enables communication between components, allowing them to exchange data
and react to events that occur in other services. It does so by providing a communication layer in
the form of a message queue system to the components.
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3.9.2 Key Challenges

The overarching challenge is the heterogeneity inherent to the project. The components are de-
veloped by different developers, their outputs will be different, their Uls will be different and the
data they consume will also come from different sources, each with its own specificities.

As such, ensuring that the components can correctly communicate with each other should be a
priority. Another focus should be on the access to data. These data sources will possess different
APIs, different authentication services and a unique data structure. Providing a common interface
to communicate with all these data sources is thus a major challenge to be addressed by the data
layer of the AI4Work Service Platform.

Lastly, the platform must ensure a coherent aesthetic and design across its different components.
These will have their own unique Uls developed initially and likely in multiple frontend frame-
works. These will have to be unified and adapted to fit within the Common Frontend.

3.9.3 Concept

The following Figure 19 shows the platform proposed to address the identified challenges. This
platform provides facilities to allow users a secure access to AI4Work services, mechanisms to
allow components to exchange information with each other, and a middleware for easy access to

data.
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External
System
Actor 1
Al4Work Service Platform
-
Commeon Frontend
A
4 i Y
e Y
APl Gateway
A -
Human-
Human- ) )
Explainable Centred Runtime
awars Task and Long-term . Digital Twins| | monitaring o
Planning for transparent Adapation Context Sliding Work of for Authentication and
human- What-If under Awareness Sharing processes trustworthy Authorisation

. machlrje Analysis uncertainty and Al

interaction employees
-~ "y

Message Bus
\ - \'L _4)
i~ Ty
Data Middleware
A _
L
Figure 19: AI4Work Service platform overview
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3.9.4 Innovations Targeted

Al4Work provides multiple functionalities. Those individual functionalities can be aggregated
into complex flows to provide advanced user interactions such as data collection, visualisation
and manipulation. Those flows can either use functionalities from a single component or combine
them from multiple components. In such cases, all information flow between functionalities must
ensure that user actions and selections are propagated to all relevant tools. A Common Frontend
is the concept where a single technological framework is used to present visual elements pro-
vided by different tools, usually also developed by different teams. This Common Frontend de-
fines a common style/theme to be applied to all frontend elements and recommends implemen-
tation approaches, aiming at creating a solution where the visual appearance of the elements have
the same styling to create a homogeneous user experience and feeling. Moreover, the Common
Frontend technical framework typically aids developers in integrating their frontend elements by
providing facilities that support common functionalities like mechanism for data persistence, in-
formation exchange or management of user authentication.

The integration of the functionalities of AI4Work components into a Common Frontend frame-
work can be performed in two ways. If the functionality is supported only by backend services,
those services should be called using a standard communication standard (e.g. HTTP, REST, etc.)
and the required information should be passed to those services. The corresponding graphical
elements should be implemented in the Common Frontend tailored to support the user interac-
tion with the functionalities provided by backend tools, either for visualisation or for user input.

However, if the functionalities are supported by specific graphical elements provided by
Al4Work Components, such as maps or dedicated dashboards, then those elements must be in-
tegrated into the Common Frontend. In these cases, one common approach for the integration is
to use HTML Iframes to load those elements in specific sections of the pages. As represented in
Figure 20, using such an approach, multiple graphical elements can be integrated in a single or
spread across multiple pages as each graphical element is contained inside an iframe.
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Figure 20: Example of a Iframe integration in a Common Frontend Application

Very often these elements need to have access to contextual information to be able to perform
their roles. That information may be related with the authentication material of the user (which
needs to be refreshed periodically as the validity of such information may expire) or information
about the context where the element is being used, identified datasets used, Al algorithms ap-
plied, or other options selected by the user in previous stages. The Common Frontend can store
that information and send it to the elements integrated via iframes using a HTML Parent-Child
communication protocol® that can be defined to allow unidirectional (Common Frontend to
iframe) or bidirectional messages.

3.941 Common Authentication and Authorisation System

A key functionality that the Common Frontend should provide is a single User Authentication
and Authorisation service. Regardless of the number of components exposed by the Common
Frontend, the user should only be asked to authenticate once, and all the authentication infor-
mation and authorization constraints should be automatically provided to the different tools
whenever the user is accessing its functionalities. To support this behaviour, a Common Frontend
must either provide a common Identity Provider or integrate with one already available. In
Al4Work, the Common Frontend component will integrate with a dedicated Identity Provider to
provide the global authentication mechanism. This flow is represented in Figure 21, where the
users authenticate themselves thought the Common Frontend and then, whenever the user at-
tempts to use one functionality or access to a given resource, authentication information is shared
with the corresponding AI4Work tool that will check the validity of that information against the
Identity Provider, and check the user permissions, validating if the user can use the intended
functionality.

5 https://developer.mozilla.org/en-US/docs/Web/API/Window/postMessage
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Figure 21: Example of Authentication flow for a tool integrated in the Common Frontend

Standard technologies and protocols should be used to simplify the implementation when work-
ing with multiple teams and to ensure the trustworthiness and reliability of the authentication
system. Examples of recommended authentication and authorization standards are: OpenlD
Connect® (OIDC), OAuth 2.07, JSON Web Tokens® (JWT).

Al4Work services will be used by multiple users with different roles, in turn, each role may have
a set of different permissions that will restrict the functionalities and resources available for users
of each role. Therefore, the Authentication and Authorization solution provided with the Com-
mon Frontend must support the definition of multiple roles, with specific sets of permissions,
and must provide a mechanism to enforce the access rights whenever a user attempts to access
restricted functionalities or resources.

One approach to enforce the access permissions is to have each tool verify each user request, by
checking with the Identity Provider what are the set permissions assigned to the user, as repre-
sented in Figure 21. This approach requires that each tool implements the logic for the communi-
cation with the Identity Provider and implements the logic restrictions imposed on its function-
alities and resources associated with each permission.

Another possible approach consists of the usage of an API gateway that will be the component
responsible for the validation of the user authentication information and by the enforcement of
permissions. An API Gateway is responsible for acting as a single point for the APIs of all the
components, upon a request from the user, the API Gateway routes the request to the correspond-
ing tool. During the routing process the APl Gateway can validate if the user has the required
permissions to access the selected endpoint, returning an error message if the user is not allowed.
The API Gateway can receive requests either from the users after the authentication, or by any

6 https://openid.net/developers/how-connect-works/
7 https://oauth.net/2/
8 https://jwt.io/introduction
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other 3rd party system (e.g. a pilot-specific external system) given that it uses valid authentication
information. This allows external systems to access backend functionalities in a secure manner.

3.94.2 Inter-Component Communication

A core issue that the Platform needs to address is how to enable the communication between the
different components. The type of communication used depends on the needs of the components.
In some situations, components intend to share specific alerts or state updates with multiple com-
ponents. Such requirements match the pattern of usage of a messaging queue pattern. Most com-
mon message queue services allow different types of communication, including one-to-one mes-
sages, data broadcast and subscription. Among the most popular messaging queue services, there
is RabbitM(Q®, Apache Kafka'® and ActiveMQ". Those systems also provide mechanisms for mes-
sage persistence, supporting multiple systems to read the same messages, even if they were not
available at the time the message was sent.

In this scenario, alerts and information requests and information messages are sent to a common
queue, being the intended receiver or message subscriber responsible for reading it and perform-
ing the corresponding actions, being able to publish any answer in the queue.

Another type of communication required by the components are direct communications where a
component can request specific data or action from another component. The most popular imple-
mentations for such peer-to-peer communication are REST?2, in which tool-specific endpoints are
shared between tools and can be called whenever specific data is required, and RPC* (Remote
Procedure Call). While direct messaging between components can also be implemented using a
messaging queue, doing so may over complicate the messaging model, therefore the best ap-
proach should be considered case by case.

3.9.4.3 Data Middleware

The Data Middleware is responsible for supporting the components of the AI4Work Service Plat-
form in the access to datasets, being them batches of data or data streams, on multiple dimen-
sions. The first is to support the discovery of datasets. This process will be supported by a cata-
logue that provides a description of the datasets, including information about the semantic con-
cepts associated to them, and provides mechanisms to request access to the data. This catalogue
can implement using Unparallel’s Catalogue Web Framework, used to implement the IoT-Cata-
logue.com.

The Data Middleware will also provide a mechanism to collect the data from the External Data
Sources, handling the specific interfaces and authentication of each data source, and supporting
the adaptations to formats and semantics of the datasets to match the requirements of the com-
ponents or Digital Twins. This mechanism corresponds to what is called “Resolvers” a piece of
executed software, tailored to collect data from a specific data source. Resolvers are meant to be
executed on demand whenever a request for a data set is performed.

9 https://www.rabbitmg.com
10 https://kafka.apache.org

11 https://activemg.apache.org
12 https://restfulapi.net

13 https://www.geeksforgeeks.org/remote-procedure-call-rpc-in-operating-system/

14 https://www.iot-catalogue.com
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3.9.4.4 Innovations Targeted

The targeted innovations are those that address some of its key challenges, namely, the commu-
nication model between the deployed Digital Twins and the other AI4Work components, and the
development of data middleware able to support the data collection from heterogeneous data
sources.

These two challenges will require innovative interoperability solutions to ensure the correct com-
munication between all the platform’s components. Communication between the Digital Twins
and the other components will require a joint effort during their development to ensure that,
when communicating, their outputs and inputs maintain a coherent format thus enabling the use
of a message queue system. The Data Middleware will need to handle the heterogeneity of the
external data sources that will use various data models. This middleware will enable the semantic
interoperability between the services and external sources, ensuring they can request data from
sources with different API implementations and can consume information which may otherwise
not be in a compatible format to be used.

3.9.5 Inputs/Outputs

3.9.5.1 Inputs

Since the AI4Work Service Platform presents user interfaces, the main inputs are:

e User inputs
» Data from external sources (pilot-specific external systems)

3.9.5.2 Outputs

As for outputs, these are:

* Results of service execution
» Data exchanged with 3 party systems (pilot-specific external systems)

3.9.6 Component Requirements

1. Shall: Expose API to allow users to interact with components services.

2. Shall: implement a communication layer to enable components to exchange information.

3. Shall: Provide these services with the ability to access external data sources.

4. Shall: Provide common authentication and authorisation mechanisms for all the components.
5. Should: Unify the various component Uls into a coherent user interface for user navigation.

3.9.7 Requirements towards other Components

1. Shall: The components should have well-defined interfaces for communication to support the
design of the inter-component communication system
2. Should: External data sources should provide detailed instructions for accessing them.

06.12.2024 Version 1.0 Page 48
Confidentiality: Public Distribution



®
4WG rk D1.2 Al4Work Concept

4 Implementation Plan

41 Software Engineering Approach

This section presents how a proposed set of recommendations can handle the software engineer-
ing part of Al4Work. These recommendations address the structure and content expected in a
code repository, guidelines for managing software releases and software changelogs, and auto-
mated pipelines for automatic execution of software compilation, testing and deployment of these
software releases. An integration approach is also presented to provide a continuous verification
about the status of how the AI4Work components work together across different software re-
leases.

411 Recommended Practices for Software Development

In the software development process, following a set of guidelines of good practices could pre-
vent future problems and ease the collaboration between multiple developers by enforcing stand-
ard development methodologies. In this section, guidelines are presented regarding organisation
of code repositories and the implementation of automatic procedures for testing and building
software. Tracking changes made to the source code in an organised manner could save time or
even prevent some of the problems that usually occur.

4.1.1.1 Proposed Repository Structure

There are many ways of organising a repository, and provided that the development workflow
follows a defined structure, everything will be organised, and the people involved in the project
will be ready for any possible issue and know where they should work for the completion of their
task.

There are many ways of organising a project. The common approach [32] for an organised repos-
itory is dividing it into sections, each containing a certain type of files. These sections can then be
transformed into folders for better readability and team coordination. Those sections are:

» The source code files.

» Benchmarks or other types of tests can also be grouped up together.

* Just like the types given, we can also group configuration files (setup configurations)
» Build files (Makefiles, Dockerfiles, etc),

» Dependencies files (e.g. requirements.txt, package.json)

* Documentation files

= Static resources (images)

= Other tools to help configurations and execution (automated scripts, docker-compose)

Aside from following the repository structure, it is also recommended for the documentation to
provide instructions about how to install/deploy the software, as well as how to correctly config-
ure and use the application, providing examples/tutorials when justifiable.

4.1.1.2 Software Releases

Alongside every release, some information must be specified. For a better record of versions cre-
ated and all the changes made in between, it is recommended to use a well-known release system
and to keep a log for all changes made to the software over the time.
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Most software follows the Semantic Versioning!® guidelines, in which versions are created fol-
lowing a set of rules. When there is a Major version to be released, it means that significant
changes were made, indicating that some compatibility issues may rise, as breaking changes
could be introduced. For a Minor release, it has to do with new features or functionalities being
added, keeping compatibility issues in existing functionalities to a minimum. Patch releases mean
that only bug fixes or small updates were made. The format used for the version number must
be X.Y.Z, where X is the major version, Y is the minor version, and the Z corresponds to the patch
version.

Using this convention, users can quickly understand the scope and impact of a software release,
besides keeping the developers in touch with the state of the project.

These releases are accompanied by a change log that keeps track of all changes made in the past
and the ones made in the current release, chronologically ordered. The Changelog is a single file
containing this information, mainly directed to users so they understand the changes made along
the way. Every single version must be listed and have under it the type of changes that were
made, linkable versions for easy navigation, and the date of when the version was released.

41.1.3 CI/CD

The CI/CD approach, that stands for continuous integration and continuous delivery/deploy-
ment, comprises frequent delivery of apps to customers by integrating automation into the stages
of software development. The main contributions of this method are continuous integration, con-
tinuous delivery, and continuous deployment.

The CI/CD stages are:

» The Build stage, which is the point when we compile the application source code, libraries,
and dependencies, creating executable files. In this stage it can also be performed static code
analysis to identify potential issues in the application.

» Followed by the Test stage, where automated tests are executed over the compiled binaries
produced in the previous stage. These tests could include integration tests, unit tests, and
regression tests.

» The Package phase will package and push binaries to a package repository or docker images
registry.

* And in the end, the Deploy stage, where the binaries/image are deployed to production envi-
ronments, knowing that the previous stages guarantee a cleaner deployment. In this step
there are also the Staging and Production environments, distinguishing a release for a more
isolated environment, and when its quality is ensured, it goes to the Production environment.

These pipelines are usually automated, creating an environment capable of executing these stages
without the need of manual input.

41.2 Integration Approach

In this section, we will look at key processes for the development of an integrated platform, con-
taining all the multiple components developed in the context of the Al4Work project. There are
some common integration aspects like the setup of testing environments for testing component
integrations, automated deployment of new versions of components, the definition of the system

15 Semantic Versioning 2.0.0, https://semver.org/
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integration tests, automatization of tests execution to check behaviour of new component re-
leases, and identification of functionalities/services on early or full prototype releases.

4.1.2.1 Automatic Building and Deployment of Components

The goal is to set up a system that can automatically build, test, and deploy the components de-
veloped in AI4Work. While these automatic pipelines should be standard for every application
created, some customisations may be required to adapt to specific technology requirements or
application packaging mechanisms. Such mechanisms would allow to automatically prepare and
test components upon creation of a new release.

4.1.2.2 Testing Environment

A Docker-based environment can be used for the automatic and continuous deployment of all
the AI4Work components, providing a testing environment for each new software release. Such
a setup would allow to continuously test the components” integration, allowing to detect prob-
lems on flows that require the usage of multiple components before they get deployed on pro-
duction environments. This would allow developers to quickly identify and address those prob-
lems and assure that components will work together as expected during production.

4.1.2.3 Integration Test Automation

There are many ways of testing developed applications!®. There is integrated testing, unit testing,
functional tests, end-to-end tests, acceptance testing, performance testing and smoke testing. To
ensure the proper functionality of the AI4Work platform, it needs to go through integration tests,
testing how the components work with each other during specific platform behaviours, verifying
that each component is communicating with the others in the intended way.

To streamline the testing process!”, automation tools and frameworks can be used, giving us a
quicker testing run, with frequent cycles and consistency along the board as there is minimal
human interaction, thus having less potential room for errors. They cover a large range of scenar-
ios so that every situation can be thoroughly tested, with CI/CD seamless integration for imme-
diate feedback, for early issue detection. To enable the test automation, testing datasets and in-
formation flows must be prepared and made available, covering the main platform behaviours
to be tested.

4.2 Implementation Schedule

The implementation of the AI4Work components will be carried out in three main iterations,
aiming at a stepwise improvement:

e Early Prototype (EP) at Month 18 of the project,

» Full Prototype (FP) at Month 30, and
» Final Prototype at the end of the project (Month 36).

16 The different types of software testing, Pittet, Sten, https://www.atlassian.com/continuous-delivery/software-test-
ing/types-of-software-testing

17 Automating integration tests: Tools and frameworks for efficient QA, Erhabor, Destiny, https://www.avia-
tor.co/blog/automating-integration-tests/
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Each prototype will be evaluated and tested by the pilots, and the test results will provide feed-
back to be taken into account for the next improvement iteration.

The following tables present initial implementation schedules for each of the Al4Work compo-
nents. Their planned functionalities are assigned to the EP or the FP. It should be emphasised that
the functionality planned for the EP is not expected to be fully finalised at Month 18, but will be
further improved and optimised towards the FP, considering the feedback from pilot end users.

Table 1. Implementation plan for the Human-aware Task Planner

Functionality EP FP
Modelling X X
Encoding/Decoding

» Functional requirements for at least two pilots X

» Functional and nonfunctional requirements for X

three pilots

Solving

*  Off-the-shelf X

e Optimised / customised X
Interfacing with other components

* Baseline X

* Finalised X
Deployment on the AI4Work Service platform X

Table 2. Implementation plan for What-if tool

Functionality EP FP

Core module X X

Configuration module X X

Visualisation module X X

Prototype implementation for at least one pilot case X

Integration to Human-Aware Task Planner X

Final implementation to the pilot cases X
Table 3: Implementation plan for Long-Term Adaptation Under Uncertainty

Functionality EP FP

Semi-automatic parsing and translation of problem speci- | X X

fication into the formal probabilistic language expected

by the LTA component

Synthesis of task plans X X
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Functionality
Verification of synthesised task plans X
Preliminary version of the adaptation tactics generator X
Update of the formal task allocation model based on ob- X
servational data
Advanced adaptation tactics generator X
Efficient synthesis of task plans
Specialisation of LTA solution decoder to the AI4Work X
pilots

Table 4: Implementation plan for Runtime monitoring for trustworthy Al
Functionality EP FP
Support white-box analysis of ML models given the train- | X
ing and test sets.
Quantify the adequacy of the test set for the target ML X
model.
Synthesise new data using the training/test sets as X X
sources.
Estimate the perception uncertainty as a confidence indi- | X X
cator on the correctness of the ML model’s prediction at
runtime.
Improve the performance of the ML component given the X
offline and online testing results.
Enhance the ML component’s efficiency by implementing X
testing/repairing techniques to improve its performance
at runtime.

Table 5: Implementation plan for Human-Centred Digital Twins of processes and employees

Support different execution engines

REST API to access result logs

Common DT ontology X X
DT prototypes CRUD REST API X
DT Instances CRUD REST API X X
REST API for computational models update X
REST API for computational models” execution X X

X

X
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GUI for instances management X X
|GUI for prototypes management X
|GUI for result logs management X

Table 6: Implementation plan for Context Awareness component
Functionality EP FP

Context Models X
» Initial generic Context Model

* Specific Context Models for two pilot cases

Context Models X
* [Extend generic context model

* Specific Context Models for all pilot cases

Context Monitoring X
e Proof-of-concept

* Monitors for two pilot cases

Context Monitoring X
* Module adaptable to different pilot cases

* Monitors for all pilot cases

Context Extraction X
e Proof-of-concept
e Initial Context Reasoning functionality

» Initial interface for Context Provisioning

Context Extraction X
e Improved Context Reasoning

» Context Reasoning rules for all pilot cases

» Interface for Context Provisioning

Table 7: Implementation plan for SWS Management component

Functionality EP FP
Sliding module X X
Sliding rules
e Initial rules for two pilot cases X
¢ Rules for remaining pilot cases X
06.12.2024 Version 1.0 Page 54

Confidentiality: Public Distribution



®
4WG rk D1.2 Al4Work Concept

Functionality FP

Interfaces to other AI4Work components
e Initial interfaces to a subset of components X

* All required interfaces X

Workflow orchestrator module
* Proof-of-concept X

e Module adaptable to different pilot cases X

Table 8: Implementation plan for AI4Work Service Platform

Functionality EP FP

Setup environment to develop and test platform X

Implementation of communication mechanism
e [Initial communication model X

e Final communication model X

Implementation of Common Frontend
» Initial setup and integration of first Uls X

= Final integration of Uls X

Authentication and Authorization system

e User authentication X
e Definition of User roles and permissions X
Data Middleware
e Setup Catalogue of datasets X
e Initial version of resolver support X
e Fully functional resolver support X
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5 Evaluation Approach and Laboratory Prototypes

This section gives an overview of the project's evaluation approach and presents an initial set of
KPIs to be measured along the project. The KPIs will be further refined and customised for each
pilot, to be reported in deliverable “D6.1 Customised Evaluation Methodology”. This section also
presents the early proof-of-concept validation approach based on laboratory prototypes, devel-
oped for each of the technological components (see sections 3.2-3.8). Validation is carried out in
laboratory conditions with simulated processes, but - as far as possible - based on realistic data
from the pilot partners (provided that such data is already available).

51 Key Performance Indicators

AI4Work components will be evaluated at two levels of analysis. First, evaluation at an individual
level focuses on the effectiveness of solutions at a resource level, considering technical compo-
nents and human resources. Results from this level will assess the impact of the components on
individual operational aspects, e.g., individual productivity of a technical component or a human
operator, and on human aspects, e.g., well-being, stress, and job satisfaction. Second, evaluation
at an organisational level focuses on the effectiveness of solutions in collaborative work settings,
considering their tasks and processes from a system perspective. Again, a distinction is made
between operational performance and human performance. Results from this level will assess the
impact of the tools on organisational performance, e.g., team productivity, and on organisational
aspects, e.g., team collaboration, coordination, and agility. Both levels of evaluation will contrib-
ute to developing a comprehensive and balanced understanding of the effectiveness of the
Al4Work concept.

The evaluation will employ a mixed-method approach. Data will be collected using surveys,
questionnaires, and wearables, while additional qualitative data will be gathered through e.g.
interviews, focus groups, or co-creation activities. The data will be analysed using statistical
methods and content analysis. Moreover, the evaluation will be conducted in close collaboration
with the focal enterprises in follow-up co-creation activities [33]. The analysis results, at the first
stage, will be used to refine the pilot applications and, at a subsequent stage, to develop guide-
lines for AI4Work components’” implementation in other organisations.

The initial set of KPIs has two measurement objectives: firstly, the monitoring of tool deployments
and, secondly, the evaluation of their impact on work. The monitoring objective provides real-
time feedback to system users and constitutes a core component of the interactive mechanisms
for the active learning aspects of AI4Work components. In addition, developers and system de-
signers will use historical monitoring data to improve system aspects with unsatisfactory user
experience during the pilot phase. The evaluation objective is to assess the impact of Al4Work on
individuals and organisations with an emphasis on the extrapolation of conclusions. Focusing on
KPIs and assessment methodologies with pronounced generalizability traits serves as the basis
for establishing best practices and guidelines for the future implementation of the AI4Work com-
ponents in organisations and work environments across different sectors.

To effectively measure the impact of a component on the introduced KPIs, the evaluation will be
conducted in two phases, namely pre- and post-deployment. The pre-deployment phase will as-
sess the organisation’s original state in terms of the KPIs and establish a comparison benchmark
for the impact assessment objective of the evaluation. The post-use phase measurements will de-
fine post-project operational targets for organisations to compare against pre-use benchmarks.
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Continuous post-use measurements will additionally be used to monitor the system and provide
feedback to the developers. For pilot cases with sufficiently large application subject pools, con-
trol and treatment groups will be established to provide a more robust evaluation of the impact
of each tool on various KPIs. The evaluation can use synthetic control groups [34] and event stud-
ies [35], [36] methodologies for cases with subject pools that do not permit forming control
groups.

The remaining section presents the initial set of KPIs for monitoring and evaluating the AI4Work
components. The KPIs will be customised for the project’s pilots in future deliverables of the pro-
ject. Nonetheless, the section contains some early examples of potential uses of the introduced
KPIs in the pilots. The KPIs are divided into three categories: (1) Technical KPIs, (2) Operational
KPIs, and (3) Human-centric KPIs. Although KP]Is for assessing the performance of Al-based SWS
are scarce in previous literature (but cf. [37]), previous work and established standards on the
evaluation of Cyber-Physical systems, Al decision support systems in manufacturing, and Al rec-
ommendation toolkits are used as a starting point. The KPIs concerning human-centricity are
adjusted appropriately, including measurements of human users’ cognitive and emotional as-
pects and substitution effects during the work-sharing activities. Technical KPIs measuring Al
efficiency, accuracy, and explainability are extended to aspects of Al-robot collaboration and
overarching cyber-physical system performance, e.g., joint human-Al accuracy. Finally, opera-
tional KPIs and well-established econometric methods are used to assess the economic impact of
Al4Work components on the production processes of the focal organisation units. Within each
category, the KPIs are lexicographically ordered to facilitate future reference.

5.1.1 Technical KPIs

The technical KPIs are used to assess the performance of AI4Work components in terms of their
technical capabilities. Compared to previous work, the novelty of employing the indicators of
this category in the SWS context is that they are used to evaluate the efficiency, accuracy, and
explainability of the Al solutions not only related to its technical resources but also in conjunction
with human workers. The technical KPIs are relevant for measuring various aspects of SWS effi-
ciency in all pilots.

* Accuracy. Accuracy KPIs measure the degree to which an Al model generates a correct output

for the problem given the available data [38], [39], [40]. Accuracy can be measured using dif-
ferent metrics, depending on the nature of the problem, e.g., classification, regression, or clus-
tering. For classification problems, accuracy is often measured using metrics such as binary
accuracy, categorical accuracy, sensitivity, specificity, false positive rate, precision, recall, F1-
score, and ROC-AUC. For regression problems, metrics such as mean absolute error, mean
squared error, and R-squared are used.
In specific quality applications, the classification accuracy metrics are relevant for evaluating
the performance of the Al-human collaboration system as a single system. For example, in the
product quality inspection activities of the manufacturing pilot, the classification accuracy
metrics can be used to evaluate the human-AlI collaborative inspection system as a single unit
in a controlled environment, where the products not meeting the quality standards are ex-
ante known.

» Latency. Latency measures a system’s responsiveness, typically in terms of the time it takes
to process one unit of data [40]. In the AI4Work context, the latency concept can be extended
to measure the system’s responsiveness in collaborative decision-making aspects, such as the
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interaction time until reaching a decision and the interaction time for providing corrections
and feedback to the system.

* Reliability. Reliability metrics evaluate whether the Al system behaves according to its de-
sign intentions [38], [40], [41]. Telemetry and usage statistics, such as the percentage of ac-
cepted or rejected suggestions, and user questionnaires querying the perceived quality of Al
recommendations, can be used to measure SWS’ reliability.

* Robustness. Robustness measures the ability of an Al system to perform in varying circum-
stances, e.g., in variations in the input data and context [38], [39], [40], [42], [43]. The robust-
ness of the solutions can be assessed by the applicability of its components in various pilots.

= Safety. Safety refers to a system’s capability to minimise unintentional harm stemming either
from unexpected system actions or misuse of human operators [44]. SWS safety measures
should primarily focus on assessing the safety of the CPS’s human actors. Relevant KPIs are
recordings of safety incidents and questionnaires querying operators about their perceived
safety. Safety and compliance measurements are relevant, e.g., for the logistics pilot.

» Scalability. Scalability concerns a system’s ability to maintain its operational capacities in re-
sponse to changes (typically up-scaling) of processing and input data demands [38], [45]. It is
measured in terms of variability of performance metrics (e.g., processing time) as a function
of varying complexity.

» Security. Security refers to a system’s ability to prevent unintended execution, unauthorised
access, and data leakage. The AI4Work components should identify and withstand external
threats and adversarial attacks and be capable of maintaining information integrity. A sys-
tem’s security attributes are measured using risk-based security metrics and penetration test-
ing performance [38], [45], [46].

5.1.2 Operational KPIs

Operational KPIs are used to measure the performance of operational units. Extensive standard-
isation work on operational KPIs exists for example regarding manufacturing and automation
[47], [48], [49], [50], [51]. We generalise aspects of the operational KPIs to render them applicable
to a broader range of processes. In particular, the generalised KPIs are compatible with the oper-
ational contexts of AI4Work’s pilots and can be used when evaluating the contribution of the
Al4Work tools in their operational environments. Modularity is a necessary condition for the
evaluation of AI4Work’s contributions because, first, not all of the project’'s components are uni-
formly applicable to all pilots and, second, those that are applicable to multiple pilots may affect
the pilots” workflows and processes, and even different tasks within a pilot’s process, in hetero-
geneous ways.

The introduction of AI4Work components affects operational units in three ways: (1) it introduces
new tasks and processes, (2) it modifies existing tasks and processes, attributing to them human-
Al collaboration characteristics, and (3) it makes certain tasks and processes obsolete. Operational
KPIs can be used to assess the impact of AI4Work components on a task or process level and, in
addition, to evaluate the overarching performance impact on operations in the application envi-
ronment. In principle, such operational KPIs fall within the following listed categories, but will
be required to be down-selected and customised to the needs of the pilots.

» Cost/benefit ratios. The cost/benefit ratios are measures associating the costs relative to the
benefits of a process and are indicative of the potential profit margins of operations. Because
isolating the benefits of a component from other contributing factors is challenging, the im-
pact of introducing an Al4Work component can, ceteris paribus, be approximated by the
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difference between the cost/benefit ratio of the process before and after the introduction of
the system. Cost/benefit ratios are relevant, e.g., for logistics, manufacturing, construction,
and agriculture pilots.

Cycle time. Cycle time KPIs measure the elapsed time between initiating and completing a
task, process, or machine operation. Cycle times can measure the performance of the entire
CPS and separate AI4Work components while operating autonomously. Manufacturing lead
times measure the time between initiating and completing a process; for instance, a human-
Al decision-making interaction about task sharing. Order processing times measure the time
between initiation and completion of an order. Machine set-up times measure the time re-
quired to (re-)configure a machine. Such measurements can be helpful in the yard logistics
and manufacturing pilots.

Delivery reliability. Delivery reliability KPIs measure a supplier’s capacity to serve custom-
ers on time. For example, reliability is calculated as the percentage of on-time deliveries in
manufacturing systems. Monitoring such KPIs can be used to assess whether the introduction
of AI4Work modules renders the delivery process more reliable. These KPIs are relevant, e.g.,
for the manufacturing pilot.

Deployment costs. The cost of deploying AI4Work components in an operational environ-
ment. Deployment costs include the costs of material, energy, and labour (including training)
required for the system to be operational.

Environmental sustainability. Environmental sustainability metrics measure the environ-
mental impact of a process. They are usually measured in terms of energy consumption, waste
production, and the system’s carbon footprint (CO2 emissions). Measuring the system’s en-
vironmental impact is not strictly relevant to AI4Work pilots, although it can be broadly con-
sidered as a relevant criterion beyond the pilots.

Perceived quality. Perceived quality metrics measure the perceived satisfaction with a pro-
cess’ output. In the AI4Work context, the perceived quality of the Al or SWS output can be
measured by surveying operators (and end-consumers whenever relevant) about their satis-
faction with the system’s output. Such measurements can be performed for output produced
either while the Al-enabled system was operating autonomously or in collaboration with hu-
man actors.

Costs. Cost metrics measure the costs associated with a process. The costs relating to the de-
ployed AI4Work components can be measured in terms of energy consumption, maintenance
costs, and the (re-)configuration costs. For example, cost savings on storage and handling are
relevant for the logistics pilot.

Flexibility. Flexibility KPIs capture the degree to which processes can be modified to address
changes in operational requirements. The flexibility of AI4Work components can be meas-
ured in terms of re-configuration or set-up time required for a component to adjust to alter-
native context requirements.

Productivity. Productivity metrics measure the efficiency of a process. Usually, labour and
(physical) capital are considered factors. The combined efficiency of the process is total
productivity. Productivity is typically measured in terms of output units per unit (or batch)
of input. Productivity metrics are relevant for the logistics, manufacturing, construction, and
agriculture pilots.

Quality. Quality metrics measure the degree to which a process meets the demanded specifi-
cations or requirements. The quality of AI4Work tools can be measured by the amount of
unsatisfactory output while the system operates either autonomously or in conjunction with
human actors. Quality KPIs are relevant for manufacturing, construction, education, and
healthcare pilots.
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Return on investment. Return on investment is an investment’s profitability measure. The
return on investment of the system can be measured as the difference between the initial cost
of introducing the AI4Work components in a process and the resulting expected discounted
future marginal benefits. For instance, return on investment is relevant for the logistics, man-
ufacturing, construction, and agriculture pilots. However, its measurement is less relevant
within the project lifecycle and is more relevant in potential investment decisions afterwards.
Routing flexibility. Routing flexibility measures assess the capability of a process to complete
an operation in multiple ways. In a traditional manufacturing environment, routing flexibility
is measured as the number of ways a part type can be produced. In the AI4Work context,
routing flexibility can be measured as the number of proposed ways (allocations) a task can
be shared between human and Al actors.

5.1.3 Human-centricity KPIs

Human-centric KPIs primarily measure qualitative and quantitative aspects of work design from

a human involvement perspective at the individual and organisational levels. They are relevant

for measuring both blue- and white-collar work aspects [52].

Agency. Agency metrics traditionally measure the discretion of human agents when making
decisions to carry out work (human agency). Agency can be measured via qualitative user
assessments, e.g., questionnaires, interviews, and focus groups [53], [54], [55], [56], [57], [58].
For CPS with Al agents exhibiting autonomous behaviour, pre-application agency metrics
and post-application operators’ surveys can be used to evaluate the ability of Al actors to take
over tasks requiring decision-making autonomy (technical agency).

AI Acceptance. Al acceptance measurements quantify the degree to which human actors
(usually workers) accept the Al agents’ presence in a work environment. Acceptance can be
measured using questionnaires, interviews, and focus groups. In the AI4Work context, Al
acceptance measurements can monitor and assess the integration of AI4Work’s components
in work processes. Telemetry and usage statistics can be used to monitor the integration of
the components across time. These measurements can be indicative of how acceptance of
Al4Work solutions evolves as familiarity with the introduced components increases.

Ease of use. Ease of use metrics measure the accessibility of a system’s functionalities to a
user and the ease of learning to use the system effectively and efficiently. Qualitative user
assessment and usage statistics are used to measure the ease of use [40] [8]. For the AI4Work
case, ease of use metrics can be specialised to a module level, for instance, to the ease of use
of the Al-human collaboration interface.

Explainability. Explainability refers to the capacity of a system to provide humans with com-
prehensible explanations of its decisions and the rationale of its actions (outcome-centric un-
derstandability) [40], [59], [60]. It can be measured using qualitative user assessments [61]. In
addition, it can be indirectly measured by usage statistics, e.g., the frequency of users request-
ing (additional) explanations of the system’s decisions, and the time spent by users with ex-
plainability UI components [62]. Explainability metrics, for example, are particularly relevant
for the logistics and manufacturing pilots.

Fairness. Fairness assessments quantify a system’s non-discrimination capabilities. Fairness
KPIs concern responsible data acquisition and management, design fairness, and bias preven-
tion in outcomes [54], [57], [59], [61], [63], [64].

Feedback from job/others. Feedback metrics measure the degree of feedback provided to a
worker in an operational work environment [55]. In the AI4Work context, user statistics and
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telemetry can measure feedback from human to Al agents. In the reverse direction, explaina-
bility KPIs measure feedback from Al to human agents [53], [54], [65].

* Inclusivity. Inclusivity KPIs quantify the practice of providing equal access to opportunities
and resources for users, especially users belonging to minority groups or traditionally mis-
represented groups [54], [63], [64], [65], [66]. Questionnaires and other qualitative user assess-
ment techniques can be used to measure perceived inclusivity. Additionally, differences in
telemetry and usage statistics between different user groups (e.g., males and females) can be
indicative of inclusivity issues.

» Information processing needs. Information processing KPIs quantify the requirements of in-
terpreting, gathering, and synthesising information for decision-making purposes. Qualita-
tive user assessments are used for human actors [55]. Throughput, i.e., the number of tasks or
transactions the Al system can process in a given time frame, can be used to measure the
information processing needs of tasks taken over by Al agents [53], [54], [65].

» Interdependence. Interdependence KPIs measure the degree to which process (human) ac-
tors depend on each other [54], [55], [67]. Interdependence measurements are collected via
questionnaires, interviews, and focus groups [53], [67]. These KPIs can be extended to meas-
ure interdependence between all actors in CPS processes. In the AI4Work context, question-
naires should primarily focus on the interdependence between human and Al actors.

» Interpretability. Interpretability metrics measure the ability to translate a system’s working
principles into human-understandable language (model design-centric understandability). It
can be measured via user surveys [6], [40], [46], [59].

* Mental demands. Mental demands measurements quantify the cognitive costs associated
with performing a task. Mental demand KPIs include measurements regarding how stimu-
lating, challenging, and diverse a task is for the human workers of a work process [68], [69].
These aspects can be measured using questionnaires and surveys for human workers. Mental
demands KPIs do not apply to Al agents. Nonetheless, aspects of task processing require-
ments are captured by the latency (technical) and process costs (operational) KPIs [54]. Indi-
rect estimates of mental demand measurements for tasks taken over by Al agents can be ob-
tained by surveying human agents on these tasks” mental requirements before the AI4Work
components” introduction [53]. These proxies can be relevant when analysing work substitu-
tion effects between Al and human agents.

» Physical demands. Physical demands measurements quantify the physical efforts associated
with performing a work task [53], [54], [55]. Physical demand KPIs can be measured using
wearable devices and questionnaires for human workers. Similar to mental demands, physi-
cal demands KPIs are not applicable to Al agents. However, for cases where work substitution
effects are of interest, aspects concerning the physicality of tasks performed by robot agents
can be obtained by surveying human agents on the physical requirements of these tasks be-
fore introducing the AI4Work tools. For example, physical demand measurements are rele-
vant for the agriculture and construction pilots.

» Physical ergonomics. Physical ergonomics KPIs reflect how a task or process allows workers
to maintain correct postures and proper movements. These KPIs are less relevant for Al
agents. Qualitative user assessments are used to measure physical ergonomics for human ac-
tors [53], [54], [55], [70], [71]. In addition, absenteeism due to health issues and records of in-
work injuries can be indicative proxies for indirectly measuring the physical ergonomic as-
pects of specific tasks.

e Privacy. Privacy KPIs measure a system’s capacity to ensure informational privacy [38], [46],
[54]. For SWS environments, such KPIs can measure the system’s ability to respect the work-
ers’ private sphere and the right to control the dissemination of their data. Privacy aspects of
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the SWS system can be measured by recording incidents of unintended information leakage.
Further, perceived privacy can be measured via qualitative user assessments. Privacy KPIs
are relevant, e.g., for the healthcare and education pilots.

* Problem-solving. Problem-solving KPIs assess the degree of innovativeness required for
completing a task. Qualitative user assessments can be used to measure the perceived prob-
lem-solving requirements of a task for humans. Pre-SWS application measurements can indi-
rectly assess the Al agents’ problem-solving capacities from a human perspective [53], [54].

= Satisfaction. Satisfaction KPIs measure an operator’s contentment with a process’ perfor-
mance. Satisfaction can be measured using questionnaires, interviews, and focus groups [40].
In the AI4Work context, satisfaction metrics can be specialised for each pilot scenario and
each deployed module.

= Skill variety. Skill variety metrics measure the range of skills needed for a task or process
[54], [55]. Skill variety is measured via qualitative user assessments for human agents. Variety
metrics can be relevant for measuring the versatility of tasks performed by the Al agents of
the SWS system [53]. From the human operators’ perspective, the perceived skill variety of Al
components can be measured using questionnaires.

e Stress. Stress KPIs measure the degree of mental or emotional strain resulting from demand-
ing work circumstances. Qualitative user assessment and wearable devices are used to meas-
ure stress levels [68], [69]. Measuring stress via wearable devices uses physiological measure-
ments, e.g., heart rate variability, skin conductance, and cortisol levels. Furthermore, stress
KPIs can be measured around time windows of human-Al interactions to assess aspects of
the SWS system acceptance from the human actors’ perspective. State-Trait Anxiety Inventory
(STAI) and Perceived Stress Scale (PSS) measurements are relevant for the healthcare and
education pilots.

e Task variety. Task variety KPIs quantify the variability and range of performed tasks [53],
[54], [55], [57]. In the context of AI4Work, task variety KPIs should focus on the range of tasks
performed by human agents because the technical robustness and operational flexibility KPIs
cover the aspects relating to Al agents. Task variety traits can be measured by qualitative user
assessment.

»  Work conditions. Work condition KPIs assess the appropriateness and appeal of the environ-
ment where a task is performed. They include measurements regarding health hazards, noise,
temperature, and cleanliness [53], [54], [55] and are typically measured by questions based on
work design questionnaires.

5.2 Human-Aware Task Planner

A Human-Aware Task Planner is being developed to manage activities in environments where
humans and Al/robots collaborate and share decision-making. Built on the Unified Planning (UP)
library, it will extend the library’s capabilities to support planning in contexts where tasks and
task allocation change dynamically between humans and Al/machines. The UP library is a reus-
able, planner-agnostic Python library that offers a wide range of techniques for modelling and
solving various planning problems, including classical, numerical, temporal, multi-agent, and
task and motion planning.

5.2.1 Key Features and Test Data

At the current stage, exploiting the UP library means inheriting its key features:
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* General and Planner-Agnostic APIL: The library provides a unified interface that is compatible
with various planners, making it highly flexible.

* Domain Independence: It has been evaluated across different sectors including logistics, ag-
riculture, robotics, and manufacturing.

» Task Scheduling: It supports the primary features for automated scheduling.

Tests were conducted to evaluate the planning capabilities of the UP library and its engines using
a systematic approach. Moreover, tests were performed to evaluate functional performance,
scalability, and applicability of this library across diverse domains: agriculture, logistics, space,
robotics, and manufacturing. Such tests include Python tests with multiple planners (e.g., classi-
cal, temporal, numeric).

The evaluation method includes:

» Test: Assess the performance of the framework and its planning engines under various sce-
narios.

* Design Review: Validate the technology using prior design documents and technical records.

» Code Inspection: Ensure code adherence to design and functionality requirements.

» Analysis: Conduct theoretical or empirical analysis, including simulations and modelling.

The key elements used for evaluation are:

* Requirements: Functional and non-functional objectives the framework must meet.

» Evaluation Scenarios: Test cases based on realistic workflows and hypothetical conditions.

» Evaluation Tools: Simulators, software frameworks (like pytest), and custom scripts for gen-
erating and validating plans.

» Pass/Fail Criteria: Conditions for determining success, such as the correctness of plans or op-
timization performance.

Each domain’s evaluation is supported by a combination of software and data. For example:

e Agriculture Domain: Includes machine specifications, field geometry, silo capacities, and har-
vesting campaign parameters.

» Logistics Automation: Uses robot state data, behaviour trees, and logistics job descriptions.

* Space and Subsea Robotics: Simulators like Gazebo, mission goals, and vehicle capabilities
were used for evaluation.

As part of the Al4Work project, the UP technology was also applied in a proof-of-concept for the
IMA pilot, specifically addressing the scheduling of replenishment for an E-CO Flex packaging
plant. A simplified model was created, focusing on the following activities:

» Box Construction: The E-CO Flex machine builds boxes.
» Box Filling: A packaging operator fills the boxes.
» Replenishment: A replenishment operator restocks the machine.

The resources include n E-CO Flex machines, each equipped with m drawers, which can hold
boxes of the same size, used sequentially. k packaging operators manage the box-filling process,
while r replenishment operators ensure continuous restocking.

A set of assumptions and constraints are imposed:

* Machines receive a set of orders and build boxes sequentially.

» Each machine must complete one box before starting another, and each operator must finish
filling a box before starting a new one.

* Operators wait for machines, and machines wait for operators.
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» Drawers are replenished only when empty and before boxes are needed.
» Walking distance between machines is minimised to reduce delays.

For the laboratory prototype problem, we considered 2 E-CO Flex machines, 2 packaging opera-
tors, 1 replenishment operator, and 4 drawers per machine, with 3 types of boxes (2 boxes per
drawer) and 10 orders per machine. The goal was to minimise the makespan.

5.2.2  Proof-of-Concept Results

The UP library has been thoroughly evaluated in the context of the AIPlan4EU project
(https://www.aiplan4eu-project.eu). The evaluation covers the framework, planning engines, and
their application across the aforementioned domains. It demonstrates that 91.5% of the tests
passed, with the library showing strong performance across planning problems of different types.

Focusing on the IMA pilot, the following Figure 22 illustrates the obtained schedule. The lab pro-
totype validation of the UP library in AI4Work demonstrates that:

» The task planner effectively minimises the makespan by optimising the activity schedule of
the machines and operators.

» The replenishment process was synchronised with the machine operations, ensuring that
there were no delays in the packaging process due to lack of materials.

» Opverall, the UP library successfully solved this laboratory prototype problem, demonstrating
its potential for deployment in the AI4Work pilots.

Efforts in AI4Work will focus on developing and refining planning models for a variety of pilot
use cases involving planning/scheduling activities, while significantly enhancing the UP library
to handle the full range of resources and constraints in these scenarios, including the capability
to manage human-aware setups.
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Figure 22: Replenishment schedule for two E-CO Flex machines (four drawers, three box types each) with one
packing operator per machine and one shared replenishment operator.

5.3 What-If Tool

The goal of the What-If tool is to bring transparency and explainability to the plans created by
the What-If Long-Term Planner component. The What-If tool is a completely new component and
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will be developed during the project. Currently, it is in the early proof-of-concept stage, where
the requirements and feasibility has been evaluated on a mock-up level.

5.3.1 Key Features and Test Data

The key features of the What-If tool are related to bringing explainability and transparency. It
will use the existing Long-Term Planner and/or Human-aware Task Planner components and
integrate into them. These components create the actual plans and the task of the What-If tool is
to increase human understanding of the end-results.

The key features are to enable comparison of several scheduling results. It will calculate a feasi-
bility score for the different scenarios and list the differences between these scenarios. In addition,
the What-If tool will bring sensitivity analysis information visible for the user, explaining for ex-
ample, what were the three most impactful parameters when creating the given schedule. Also,
it will provide a written explanation of the differences and why these came to be.

No test data was used in this phase of the development. The ideas are based on the interviews
with pilot partners and the co-creation workshops that were held during Spring 2024.

5.3.2  Proof-of-Concept Results

The proof-of-concept results are the mock-ups of user interfaces, giving a rough overview of how
the data could be shown and explained to the end—users. The final look and feel may change from
the reported, once the actual development of the What-if tool begins. Figure 23 and Figure 24
show how the initial prototype can display comparison data of the different scheduling scenarios.

Scheduling Scenario Results

l Schedule Case 1 |
’ ] Unallocated resources: 100 |

l Hours waiting: 30

l Performance score: 60

)
_“cﬂ '
L

| l Stress estimation: 20

l Unallocated resources: 20 |

] Hours waiting: &

] Performance score: 80

| ] Stress estimation: 35

Figure 23: A mock-up of scheduling scenario comparison in the What-If tool
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Most impactful variables

] Schedule Case 1 |

l Schedule Case2 |

Rank

Variable

Effect

Rank

#1

skill_level

Variable

Effect

#2

task_duration

#3

minutes_rest

#1 no_employees 40 %
#2 skill_level 15 %%
#3 no_tasks 10 %4

Description of scheduling cases

The cases 1 and 2 differin .....

Figure 24: A mock-up demonstrating parameter impact in different scheduling scenarios in the What-If Tool

As an end result, the laboratory prototype shows the initial mock-ups of the What-If tool, based
on the information gathered in the co-creation workshops. The explainability can bring added
understanding of different scheduling scenarios to the end-user.

54 Long-term Adaptation under Uncertainty

The laboratory prototype of the Long-term Adaptation (LTA) under uncertainty component,
serves as an experimental platform to implement and evaluate several modules within our archi-
tecture. It also allows us to develop, test and refine several concepts related to task allocation and
planning as well as formal verification and modelling.
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Figure 25: A Markov decision process of two robots operating in a construction site.

The prototype is implemented in Python and models a multi-robot system as a Markov Decision
Process (MDP), operating in a construction site consisting of multiple rooms (see Figure 25). Ul-
timately, the goal of the robots is to reach particular rooms in order to perform certain renovation
tasks, however, in the current prototype we assume that a task is completed as soon as a room is
reached.

Specifically, it models two robots navigating through a series of rooms ranging from room 0 to
room 6. The state space is defined as the Cartesian product of the possible locations of each robot,
resulting in a total of 49 possible joint states. The robots' actions are defined as movement transi-
tions between each room. Moreover, the robots' tasks are formally specified using linear temporal
logic (LTL) which allows for the expression of complex temporal logic properties. In addition, the
prototype incorporates a reward function that balances task progression (completion of specified
temporal logic goals) with time efficiency. This encourages robots to complete their tasks while
minimising the number of actions taken.

This prototype focuses on the following modules of the LTA component’s architecture, as this
has been described in section 3.4.3: (i) uncertainty-aware planner, which is implemented as a
product MDP, combining multi-robot coordination with formal task specifications; (ii) the model
updater which is represented as an MDP which encodes the system model; (iii) the specification
and task encoder which is represented by the LTL specification and their corresponding automata
implementations, which encode the task requirements; and (iv) the formal verifier which is ad-
dressed through the integration of the automata with the MDP, therefore, enabling the verifica-
tion of the temporal logic properties.
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5.4.1 Key Features and Test Data
The key features of the prototype are the following:

1. Probabilistic modelling: Uses an MDP to capture the uncertainty in the system.
2. Formal specification: LTL is employed to specify task objectives and constraints, enabling
the expression of complex temporal logic properties.

The test data are categorised into two main components:

1. MDP structure:

* Environment representation: The construction site is represented with room labels ranging
from Room 0 to Room 6. Each robot's position contributes to the joint state, resulting in 49
possible joint states (7 positions per robot).

Action set: This includes the following combination of robot movements:

o Both robots move (move_move).
o One robot moves while the other one does not (move_stay).
o Both robots stay in the current rooms (stay_stay).

» Transition function: Deterministic transitions where each action leads to a specific next state
with probability 1.
Reward function: Assigns values based on:

o Task Progression: Rewards for completing transitions in the task automata.
o Time Efficiency: Costs for the number of actions taken.

N

LTL specifications and reward-based properties:

» LTL specifications: These include two LTL formulae representing different task objectives.

Table 9: The tasks expressed in natural language and in their LTL counterparts

Task Requirement (natural language) Formalised requirement in LTL

1 Eventually reach room 4, and then eventually | F (R4 A F R3)
reach room 3.

2 Eventually reach room 6. F R6

* Reward-based properties: To evaluate the performance of the robots in completing the previ-
ous tasks efficiently, we define and verify the following reward-based properties:

Table 10: The properties expressed in natural language and their formalised notation

Property | Requirement (natural language) Formalised notation

1 Maximise the expected cumulative progres- | R{“progression”}max=? [F
sion reward. TasksCompleted]
Progression reward:
Task 1: +0.25 for visiting R4, + 2.25 for visit-
ing R3
Task 2: +2.5 for visiting R6
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Formalised notation

Property

Requirement (natural language)

2 Minimise the expected total time cost until R{“time”}min=? [F TasksCom-
both tasks are completed. pleted]
Time cost: 1 when both robots move, 0.5
when one robot moves and 0 if none of the
robots move.
3 Maximise the expected cumulative progres- [ multi(R{*progression”}max=?[F

sion reward while minimising expected to-
tal time cost until both tasks are completed.

TasksCompleted],
R{“time”}min=?[F TasksCom-
pleted])

5.4.2  Proof-of-Concept Results

Table 11: Experimental results for multi-robot task allocation

Scenario

Al

Initial Task Total task Total
state

allocation | progres- time
sion

cost

((R1,R4),(q | Allocation |2.5 2
1=2,q2=1)) |1
- Robot 1:
Task 1
F(R4AF
R3))

- Robot 2:
Task 2

F R6

Final Tasks

states completed

((R3,R4), |[Taskl
(q1=0, completed
q2=1))

A2

((R1,R4),(q | Allocation |5 15
1=1,q2=1)) |2
- Robot 1:
Task 2

F R6

- Robot 2:
Task 1
F(R4NF
R3))

((R6, R3), Both tasks
(q1=0, completed
q2=0))
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Bl

((RO,R0),(q
1=2,q2=1))

Allocation
1

- Robot 1:
Task 1
F(R4NF
R3))

- Robot 2:
Task 2

F R6

((R3, R6),
(q1=0,
q2=0))

Both tasks
completed

B2

((RO,R0),(q
1=2,q2=1))

Allocation
2

- Robot 1:
Task 2
F R6

- Robot 2:
Task 1

F(R4AF
R3))

((R6, R3),
(q1=0,
q2=0))

Both tasks
completed

C1

((RZR0),(q
1=2,q2=1))

Allocation
1

- Robot 1:
Task 1
F(R4F
R3))

- Robot 2:
Task 2

F R6

2.5

((R3, R6),
(q1=0,
q2=0))

Both tasks
completed

C2

((R2,R0),(q
1=2,q2=1))

Allocation
2

- Robot 1:
Task 2
F R6

- Robot 2:
Task 1

F(RAAF
R3))

2.5

((R6, R3),
(q1=0,
q2=0))

Both tasks
completed

In Table 11, we assess our prototype against different scenarios by varying the initial states and
the task allocations, with the optimal allocation scenario being A2. The second column of the table
denotes the initial positions of the robot as well as the initial states of the corresponding automata.
For example, the expression ((R1,R4),(q1=1,q2=1)) denotes that Robot 1 is initially placed in room
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1 and Robot 2 is placed in room 4. Moreover, q1=1 indicates that for Task 1 (F(R4AF R3)), room 4
has been visited but room 3 has not, while q1=2 means that neither room has been visited. In
addition, the expression q2=1 indicates that for Task 2 (F R6), room 6 has not yet been visited.

Total Progression and Time Cost by Allocation

mmm Total Progression
mm Total Time Cost

Values

. oo\’ . 0-;:" Qo“’ Qo"’ e Y & U
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14 w & & <& o4
Scenarios

Figure 26: Total progression and time cost by allocation

The results demonstrate that, for the majority of the scenarios considered, the system's ability to
successfully complete both tasks (F(R4AF R3) A F R6) under various starting conditions while op-
timising for task progression and time efficiency. This is evident from the final states of the robots
which show that both robots and the task automata reach their target rooms (R3 and R6) and
accepting states in all but one scenario, respectively. Note that this is regardless of their initial
positions or task allocations. Also, the maximum progression value of 5 is achieved throughout
the experiments which further confirms the successful completion of both tasks in all scenarios
except Al, where only Task 1 is satisfied by Robot 1. The partial satisfaction of scenario Al is
because there is no path available for Robot 2 to traverse from room 4 to room 6.

Regarding the time cost, its value varies across different initial states, ranging from 1 for the most
efficient scenario (where robots start closer to their goals) to 3 for scenarios with less favourable
starting positions. A graphical representation of the total progression and time cost for each allo-
cation scenario is provided in Figure 26.

Table 12: Optimal plans for each scenario

Scenario Optimal plan
Al No optimal plan to satisfy both tasks
A2 move_move — stay_move - stay_stay
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B1 move_move - move_move — move_stay — move_stay — stay_stay
B2 move_move —» move_move - stay_move — stay_move - stay_stay
C1 move_move - move_move — move_stay — stay_stay

2 move_move - stay_move — stay_move - stay_move - stay_stay

Table 12 presents the optimal plans generated by our multi-robot task allocation system for each
tested scenario. Similar to the previous table (Table 12), the 'Scenario’ column identifies each
unique combination of initial state and task allocation. The 'Optimal plan' column shows the op-
timal sequence of joint actions taken by the robots to complete their assigned tasks. For instance,
scenario Bl entails the following sequence of actions/steps: Initially both robots start in room 0,
then they move to room 2 followed by another movement to rooms 4 and 6. At this point Robot
2 has reached its goal state (room 6), so only Robot 1 moves to room 5 at the subsequent step.
Then, Robot 1 moves once more to room 3 and at this point both robots have reached their re-
spective goal states.

In order to test our implementation, we evaluated the prototype’s ability to generate optimal
plans given different task allocations but same initial positions for each robot. Specifically, sce-
narios B1 and B2, which share identical initial positions but differ in task allocations, both incur
a total time cost of 3, reflecting the minimal number of movement actions required to complete
the tasks due to their starting positions. The higher cost of 3 is because of the less favourable
initial positions, compared to, for example, scenario A1l which has a total time cost of 1.5. For
scenarios Bl and B2 this means that the robots need to undertake more movement actions to
complete the tasks.

On the other hand, scenarios C1 and C2, despite having different task allocations, each results in
a total time cost of 2.5, however, the optimal generated plans differ. These results confirm that
our multi-objective optimization approach effectively generates optimal plans that adhere to both
the defined LTL specifications and reward-based properties, ensuring that the robots complete
their tasks efficiently while minimising the time costs.

5.5 Runtime Monitoring for Trustworthy Al

5.5.1 Runtime Reliability Evaluation

5.5.1.1 Key Features and Test Data

The key functionalities of the Runtime Reliability Evaluation component are related to evaluating
the output of an Al-based model in terms of the uncertainty of its predictions. The component’s
output comprises the outputs of the AI model provided, along with the uncertainty predicted
values.

The data exploited for the specific component is the data employed during the training of the
provided Al-based model.
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5.5.1.2  Proof-of-Concept Results

For the proof of concept a hybrid uncertainty estimation approach [22] is tested. The specific ap-
proach estimates prediction intervals, yielding an uncertainty estimate, leveraging Monte Carlo
Dropout and Conformal Prediction techniques. An initial investigation is conducted on the Bos-
ton Housing dataset and the results are presented in Figure 27, where the quantile thresholds of
5% and 95% are visualised for 4 different methods.
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Figure 27: Predicted quantiles (5%, 95%) of four methods on a subset of the Boston Housing dataset

5.5.2 Data Augmentation Technique

5.5.2.1 Key Features and Test Data

The key functionalities of the Data Augmentation Technique (which is a subcomponent of the
Runtime monitoring for trustworthy Al) are related to enhancing a model’s generalizability and
robustness in various scenarios, environments, and semantics. It includes the creation of a syn-
thetic dataset based on generative Al approaches. The aim is to construct semantic meaningful
visual data, and explore corner cases of input data which have not been captured within the da-
tasets already employed. The augmented dataset serves as a way to repair a given Al model,
which addresses a downstream task.

The data employed for this component is publicly available image datasets, as well as data from
the pilots. The data comprises a collection of RGB images visualising objects and the correspond-
ing ground truth annotations of the object of interest masks. During the laboratory prototype,
QDC has provided access to their collected data, visualising grape leaves in the wild, and ground
truth annotations of the grape variety each image represents.

5.5.2.2  Proof-of-Concept Results

Within the proof of concept, the QDC pilot is considered. The Data Augmentation Technique is
essentially based on a baseline Al model. This Al model comprises a leaf detector/segmenter and
a classifier, which classifies the leaf image data into the correct grape variety class. Data
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augmentation considers as an input leaf masks, extracted from the visual input, and generates
new semantically meaningful data for refining the classifier (i.e. re-training, fine-tuning) and ad-
vancing its accuracy for leaf variety classification. Figure 28, provides an outline of the pipeline.

Augmented

IS Dataset )
.
= c
3 g2
Maik 2, Score 0960 E -_qc;)
o 3 oo
Leaf detection/ XA
segmentation Leaf classification
[ > | 5 Output
Leaf variety

original image mask detection

Figure 28: Overview of the data augmentation pipeline for QDC pilot

An initial investigation has been conducted for the detector/segmenter component. During this
investigation a variety of state-of-the-art object detection and object segmentation models have
been evaluated on the data provided by QDC. The results of this investigation are visualised in
Figure 29.
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Figure 29: Visualisations of leaf detections/segmentations with various off-the-shelf pre-trained object detectors
for (top) in-the-wild leaves, (bottom) leaves in white background

The next steps include the acquisition of white-background images and performing some back-
ground subtraction for producing the leaf mask. Then, the extracted leaf masks will be employed
for training a classifier for variety classification. Once, these steps are completed, we will continue
with the Data Augmentation Technique by leveraging generative Al models, i.e. Stable Diffusion
[25]. The synthesised images will be selected based on their fidelity score, which will be exceeding
a given threshold.

5.5.3 Systematic Testing - DeepImportance

5.5.3.1 Key Features and Test Data

Our Systematic Testing approach (which is part of the Runtime monitoring for trustworthy Al
component) is designed to assess the adequacy of test sets or runtime data from each pilot in the
Al model (especially targeting deep learning systems) using the Importance-Driven Coverage
(IDC) criterion [26]. The core functionality of this approach focuses on identifying and testing the
most important neurons from deep learning networks, which have a strong causal relationship
with the system's output.
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Our key functionality may include:

* Neuron Importance Analysis. We plan to use a technique based on Layer-wise Relevance
Propagation (LRP) [72] to assign relevance scores to neurons, identifying the most critical ones
for decision-making. Neurons with higher relevance scores exert a stronger influence on the
model's output and are therefore prioritised for testing.

* Clustering For Further Analysis. Once the important parts (often neurons in DL models) are
identified, we will use multiple methods to conduct further analysis. An initial approach
would be to cluster the network's activation values into semantically meaningful regions, al-
lowing the generation of test inputs that cover various behavioural states of these neurons.

» Test Adequacy Measurement. The IDC metric is introduced to quantify how effectively a test
set exercises combinations of important neuron clusters. This criterion helps to evaluate the
adequacy of a test set in capturing diverse and critical behaviours of the DL model.

The data employed for this component is publicly available image datasets, as well as data from
the pilots. The data mainly comprises a collection of RGB images visualising objects and the cor-
responding ground truth annotations of the object. In the following subsection, CIFAR10 [73] and
ImageNet [74] are employed.

5.5.3.2 Proof-of-Concept Results

Our evaluation should come from the pilots' models and datasets. The proof of concept focuses
on the ability to both assess the adequacy of a test set and highlight areas where the DL system
might fail, such as adversarial robustness or corner cases. The analysis results will be in JSON
format and will include:

» Test Set Adequacy. Assessing the semantic diversity of test sets by ensuring they cover the
important parts of the model, thereby increasing the likelihood of revealing model vulnera-
bilities. Test sets that achieved higher important scores were shown to better exercise critical
components of the DL system, resulting in more reliable models. We will show the defect
detection rates that are optimised by our system together with the model coverage rate.

* Adversarial Example Detection. By focusing on the most important parts of the model, we
aim to reveal the adversarial examples, which tend to alter the activation patterns of these
critical neurons. We leverage the adversarial data from our pilots’ use cases as perturbed in-
puts. These inputs are able to show a significant reduction in coverage, indicating that the
adversarial inputs affected the decision-making neurons in ways that were not covered by
the original test set. We will show the reduction in false positives when evaluating adversarial
examples.

The proof of concept aims to provide comprehensive model information for our pilot users and
further enhance model repair. Figure 30 illustrates the pipeline of our systematic testing ap-
proach. Our system operates during the model design phase. A pre-trained (or well deployed)
Al'model (LeNet in this case) is provided, and we perform neuron importance analysis using LRP
based on user requirements. The testing results are then clustered and analysed. We subsequently
use runtime data (test dataset) to evaluate our IDC results, which will guide us in further repair-
ing or explaining the model.
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Figure 30: Systematic testing workflow
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Figure 31: LeNet-5 model architecture

An initial investigation has been conducted for a CNN model (LeNet [75]) with a given open
source computer vision dataset (CIFAR10). The architecture of LeNet-5 is shown in Figure 31. As
a showcase example, we analysed four of the layers in the model:

e Convl: Conv2d(1, 6, kernel_size=(5, 5), stride=(1, 1))

e Conv2: Conv2d(6, 16, kernel_size=(5, 5), stride=(1, 1))

e FCI: Linear(in_features=400, out_features=120, bias=True)

e FC2: Linear(in_features=120, out_features=84, bias=True)
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Figure 32: The coverage results for layer 6 are obtained using both the original test dataset inputs (CIFAR10) and
the augmented inputs with semantically diverse variations

The vector of important neurons cluster combinations (INCC) is given by:

=TIl A ( )l 1< <] |}
Where the function () measures the “centre of mass” of the -th cluster for the -
th important neuron. The IDC can then be presented as:
I{ Ol O CC. ) )

()= | I

Such that, (, ) denotes the output of the activation function of neuron

We extract and analyse the targeted layers (2 Conv and 2 FC layers) and get the importance scores
with LRP. Sequentially, IDC is calculated as test adequacy.

The important neurons’ coverage results are provided in Figure 32. It is evident that our testing
approach is more sensitive to test sets with semantically diverse inputs. In the plotted results, we
observe a steady increase in the IDC value as we move from the original inputs (test data from
CIFAR10) to the augmented inputs (inputs with perturbations), with the latter becoming more
explicit in the deeper layers.

Lastly, we offer a heat map showing the pixels of a testing image (house finch) that the model
considers essential as a bonus output (predicted score: 0.9924). Figure 33 shows a clear positive
feature of a house finch (eyes and beak), which further proves our testing robustness. In this case,
we use a more complex model, VGG16 [76] pre-trained on ImageNet, as our testing example, to
provide clearer visualisation. However, a simpler model, like the previously mentioned LeNet,
would also be suitable.

0.0 0.2 04 06 08 1.0 0.0 0.2 04 0.6 0.8 1.0

Figure 33: LRP showcases the visualisation of the model attribution with different propagation rules: LRP-Epsilon
(Left) and LRP-Gamma+LRP-Epsilon (Right), focusing on the areas with positive attribution
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5.6 Human-Centred Digital Twins of Processes and Employees

The Human-Centred Digital Twins of processes and employees are managed by the Digital Twin
Management Service which provides the other components of the AI4Work Service Platform to
interact with digital twin instances and exploit their capability to mirror the state or the behaviour
of the real system. The DTMS will be developed as a new architecture implementing specific
functionalities for the management of digital twins compliant with AI4Work approach and com-
pletely integrated in the main Al4Work Service Platform. The implementation starting point will
be represented by a combination of the CSI - Centralised Support Infrastructure, an architecture
for the management of simulation models developed by TTS in previous research activities as
well as a simulation engine for the execution of the discrete event simulation models.

5.6.1 Key Features and Test Data

The initial laboratory setup uses a combination of a system prototype of the DTMS based on an
adapted version of the CSI and a mockup of the 3D kinematics simulation model of the KUKA
renovator robot.

Its aim is to set the starting baseline of the development, assessing the capabilities that are missing
and the ones that must be modified in order to support the Al4Work approach to the usage of
digital twins.

The test data is represented by a 3D kinematics simulation model of the Kuka renovator robot
generated with the proprietary Integrated Development Environment Model Editor and a theo-
retical set of properties and streams associated with the model. The following Figure 34 shows
the model inside the editing application.
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Figure 34: Kuka Construction Robot simulation model

The streams represent the dynamic data of the digital twin according to the Digital Twin structure
reported in the technical section. They must be accessible externally for writing and internally for
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querying. Their content should be articulated in order to support the concurrent acquisition of
interconnected data. For this reason, the modelled stream used for testing is a hypothetical flow
of information related to the level of completion of the tasks assigned to the robot and it is com-
posed of the following properties:

Table 13: TaskProgress structure

Property Unit Description

Timestamp datetime | Event date and time identifier

TaskId string Identifier of the task being executed
CompletionStatus int Level of completion of the task

Duration long Execution time to get to the current completion status
ErrorCode int Error identifier

5.6.2 Proof-of-Concept Results

The application of the proof of concept prototype is reported in Figure 35 and Figure 36 where it
is possible to see how the software supports the handling of the Kuka Construction Robot simu-
lation model, with an associated execution scenario, and the formalisation of the target TaskPro-
gress stream.
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Figure 35: Simulation Model of the Kuka Construction Robot loaded on the DTMS prototype
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Figure 36: TaskProgress data stream structure definition
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The main result of the assessment procedure is reported in the table below, where the basic func-
tionalities to correctly manage a digital twin instance are reported together with a ranking of the

compliance to the expected objectives.

Table 14: Basic functionalities to correctly manage a digital twin instance

Functionality

Compliance with AI4Work requirements

Creation of digital twin instance

Partial. The created element does not comply
with the digital twin structure

Definition of static data

Partial. Properties can be assigned at creation
time to the instance but can’t be modified at
runtime

Definition of dynamic data

Partial. The creation of data streams is al-
lowed but the association to a digital twin in-
stance is not supported.

Upload of a computational model

Partial. Only simulation models can be up-
loaded and their structure correctly inspected.

Association of a computational model to exe-
cution engine

Not supported, the execution engine is fixed

Support for Sharpeners

Not present.

Support to computational model execution

Partial. The execution is supported but the ex-

ecution engine can’t be specified

The partial and missing functionalities described in the table above are meant to be developed
during the rest of the project. Due to the platform complexity and its several functionalities, we
decided to implement some APIs in a partial or fixed way in the early prototype to set up most
aspects and evolve them from that status till the final prototype.

5.7 Context Awareness

5.71 Key Features and Test Data

The aim of the Context Awareness component laboratory prototype is to execute early experi-
ments regarding the core functionality of the context awareness approach. Specifically, the iden-
tification of changes in context based on monitored data by using an ontological approach was
the target of the laboratory prototype.

The lab prototype includes three parts, namely the context model, the context monitoring module
and some experimental monitors that provide the monitored data to the context monitoring mod-
ule. The envisaged context extraction service of the context awareness component is not yet
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included in this lab prototype since it shall provide additional functionality that will be devel-
oped and validated in the coming prototype iterations.

To define what contextual information is important and will be taken into consideration for the
context extraction, an initial ontology-based context model was created, using an ontology mod-
elling tool (Protégé'®). For the laboratory prototype, the model includes only limited information
defining the basic context of products/machines and production processes.

The following Figure 37 presents the context model used for the laboratory validations.

[ it

Figure 37: Context Model for Laboratory Prototype

The monitoring process is configured through an XML configuration file that contains specific
information about which sources are to be monitored by which monitors. The monitoring module
performs a permanent loop of monitoring for changes or creation of resources, which indicate a
change in context.

The parsing of resources begins whenever the monitoring process detects a status change of an
external system. The captured data from the data sources is then combined and instantiated in
the context model. The instantiated context model represents the latest monitored status, and it
is used to identify the current context.

The result of the situation identification is a string in RDF structure, which describes all the iden-
tified contexts according to the provided context model.

5.7.2  Proof-of-Concept Results

The experiment for the context awareness is based on a scenario from the OAS pilot, as shown in
Figure 38. It comprises the monitoring of two data sources, identifying current context based on
the monitored data instantiated into an initial context model as well as provision of the identified
context. The check boxes in the figure indicate which components were tested in the scope of the
laboratory prototype.

18 https://protege.stanford.edu/
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Figure 38: Overview on the Context Awareness Laboratory Prototype

In this specific experiment, two data sources where defined: a) the OAS process control system
“proNTo” and b) a mocked Yard Management system (representing the OAS system “Logis”):

» The OAS pronto Monitor continuously observes some stock levels in a virtual factory. If the
stock levels fall below a threshold, a status change is detected.

» The OAS Logis Monitor continuously observes a waiting list of trucks delivering raw materials
to the factory.

During this experiment, the context awareness could successfully identify the following situa-
tions:

= Stock of a material is below threshold and there is a truck in the waiting list that will deliver
replenishment of that required material.

e Stock of a material is below threshold, but there is no truck in the waiting list that will deliver
replenishment.

Experimenting with the data in the lab prototype demonstrated that the selected approach for
context awareness is working and can serve as basis for the development of the upcoming Early
Prototype implementations in the pilots.

5.8 Sliding Work Sharing

5.8.1 Key Features and Test Data

The aim of the laboratory prototype for the SWS Management component was to do early exper-
iments regarding the core functionality of the SWS, i.e. the sliding module that shall dynamically
decide about the degree of Al autonomy vs. the degree of human involvement. As this decision
is very much dependent on the concrete application scenario, the SWS Management needs to be
flexibly adaptable to pilot-/use-case-specific rules. Besides, it is expected that those rules will be
formulated in a rather vague way in the beginning, afterwards requiring to elaborate the meaning
of rules in more detail and fine-tune the effects based on pilot tests.

Considering these goals, an SWS Management approach based on fuzzy logic seemed promising
for the laboratory prototype. The library jFuzzyLogic [77] [78] was chosen to do initial experi-
ments. It implements the Fuzzy Control Language (FCL) and provided an initial demo scenario
(including visualisation) that could be easily adapted to fit with the basic concept of the SWS
Management component.

An experimental example is visualised in Figure 39, where the values of the two variables “ai
confidence level” and “human experience level” are used as input to calculate the “suggested
work sharing approach”.
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Figure 39: Visualization of the SWS Management Lab Prototype

This experiment was done based on an abstract test data set that is not related to any pilot. The
values for the two input variables are indicated on a scale from 0.0 to 10.0, the value for the output
variable can be between 0.0 and 4.0. These ranges were randomly chosen and can be flexibly
adapted for a concrete pilot application scenario.

The membership functions, indicated by the coloured areas, define the degree of membership in
the fuzzy sets low/medium/high for each input value. They are defined via the FCL, for example:

FUZZIFY human_experience level

TERM low := (0, 1) (2, 1) (4,0);
TERM medium := (2, 0) (4,1) (5,1) (7,0);
TERM high := (5, 0) (7, 1) (10, 1);

END FUZZIFY

After translating the input values via the membership functions (the so-called “fuzzification”),
fuzzy rules like the following can be applied:
IF ai confidence IS low THEN suggested work sharing approach IS human manually;
IF ai confidence IS high THEN suggested work sharing approach IS ai autonomously;
IF ai_confidence IS medium AND human_experience IS medium
THEN suggested work sharing approach IS human in the loop;
IF ai confidence IS medium AND human experience IS low

THEN suggested work sharing approach IS human on_ the loop;

The application of all applicable fuzzy rules and the subsequent “de-fuzzification” results in a
numerical value for the “suggested work sharing approach” (in this example it starts from “hu-
man doing the work manually” via “human in/on the loop” up to the “Al working autono-
mously”).
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5.8.2 Proof-of-Concept Results

The chosen laboratory prototype approach seems to provide enough flexibility for application in
a variety of pilot use cases. This requires that pilot-specific data has to be translated/mapped to
numerical inputs/outputs of the fuzzy engine, i.e. the following example inputs/outputs of the
lab prototype may have different meaning depending on the use case:

human experience level: 4.70, ai confidence level:7.10 => suggested work sharing level: 2.60
human experience level: 6.10, ai confidence level:4.00 => suggested work sharing level: 0.95

human experience level: 7.60, ai confidence level:8.60 => suggested work sharing level: 3.50

Both input and output variables can be defined as numbers on a self-chosen scale, thus providing
flexibility when customising this to different use cases. Besides, also the fuzzy rules can be cus-
tomised, and the effects of the rules can be fine-tuned via the membership functions.

The results of the laboratory tests show that fuzzy logic is a promising approach to implement
the core functionality of the SWS Management component. It can be flexibly customised via pilot-
specific rules and variables, thus making it applicable in all AI4Work pilots.
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6 Conclusions

This document presented the AI4Work concept, comprising the key concepts and methodologies
to be applied, technological components and algorithms to be developed, initial plans for imple-
mentation and evaluation as well as first proof-of-concept validation results.

All parts of this concept will be further refined and elaborated in more detail in the next project
phase. The methodological framework will be documented in two additional reports, an initial
version in the middle of the project runtime (month 18) and the final version at the end of the
project (month 36). The implementation of the technological components will be based on the
laboratory prototypes presented in this document and will be carried out in three main iterations,
aiming at a stepwise improvement: Early Prototype at month 18 of the project, Full Prototype at
month 30, and Final Prototype at the end of the project.

The AI4Work concept was defined in a generic way, aiming to be applicable in a large variety of
use cases. It will be customised for its concrete implementation and evaluation in each of the six
Al4Work pilots. The methodological framework as well as the technological prototypes will be
evaluated and tested by the pilots, and the test results from each implementation phase will serve
as feedback to be taken into account for the next improvement iteration.
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